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Quantum secure ghost imaging
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In this work, we propose a scheme of quantum secure ghost imaging (QSGI), which combines temporal
quantum ghost imaging and security test based on quantum entanglement. Utilizing the quantum feature of
entangled photon pairs, the eavesdropping in the imaging process can be detected, with a certain degree of
protection on the object information. The proposed scheme is demonstrated by experiment, in which photon
pairs are generated by a quantum light source based on a silicon waveguide. Two-dimensional patterns are
imaged line by line over 50 km optical fibers and the security test is realized by two-photon interference for
energy-time entanglement. QSGI could be applied in scenarios of secure imaging and surveillance, and may
inspire new ideas on specific quantum communication tasks.
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I. INTRODUCTION

Ghost imaging features a way of indirect imaging by the
correlation measurement of two beams and this intriguing
technique has attracted intensive attention over the past two
decades [1]. The first quantum ghost imaging experiment
was realized by photon pairs generated by spontaneous para-
metric down conversion (SPDC) in nonlinear crystals [2].
The momentum-momentum correlation was utilized to realize
imaging in a nonlocal manner. After that, the concept of ghost
imaging has been deeply developed “from quantum to clas-
sical to computational” [3-8], with schemes of thermal ghost
imaging [3], computational ghost imaging [4], compressive
ghost imaging [5], and so on. Traditionally, quantum ghost
imaging depends on the position-position or momentum-
momentum correlation of photon pairs, which cannot be
distributed in optical fibers. Recently, quantum ghost imaging
over optical fiber is realized by utilizing frequency correlation
of photon pairs [9] since the frequency correlation can be well
maintained during the distribution of photon pairs over optical
fibers. It was named as temporal ghost imaging since it was
realized by the time-resolved coincidence measurement.

Typically, in the ghost imaging scheme, the signal beam
passing through the object is collected by a single-pixel
detector (without spatial resolution) while the multipixel de-
tector is placed in another spatially separated beam, i.e., a
test beam. Consequently, neither signal beam nor test beam
can singly image the object. The feature of ghost imaging
provides possibilities on realizing secure imaging between
the two parties. In the computational version, the test beam
and the multipixel detector can be removed by transmitting
the laser source through a spatial light modulator (SLM) [4].
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Based on that, a technique of optical security was developed
in which the inputs of SLM are shared secret keys between
legal users and the outputs of single-pixel detector are treated
as the ciphertext [10–12]. The eavesdropper cannot retrieve
the object information if he only obtains the ciphertext. On
the other hand, quantum key distribution (QKD), as the best-
known technology of quantum cryptography, can proffer new
ideas and operations for the secure imaging. In recent years,
QKD over optical fibers of several hundred kilometers [13,14]
and over free-space links of thousands of kilometers by
satellite [15–17] have been realized. Additionally, commercial
secure communication systems based on QKD also began
to emerge in the past decade. Based on QKD technology,
many novel protocols for specific communication tasks were
explored and demonstrated in recent years, such as quantum
digital signature [18,19], quantum coin flipping [20], quan-
tum money [21,22], and multiuser communication networks
[23,24]. Furthermore, the advantage of QKD against potential
perturbation can also be applied in other optical techniques.
An interesting scheme was proposed by Boyd et al. [25] where
they extended the BB84 protocol of QKD to an active imaging
system against intercept-resend jamming from the imaging
object like a stealth aircraft.

In this work, we propose and demonstrate a scheme of
quantum secure ghost imaging (QSGI) against intercept-
resend eavesdropping over the long-distance transmission link
in the imaging process. QSGI combines temporal ghost imag-
ing and security test based on the entanglement protocol of
QKD [26,27]. First, the principle and protocol of QSGI are
introduced, and then a theoretical analysis on its security is
provided. Finally, the scheme is demonstrated by experiment,
in which broadband energy-time entangled photon pairs are
generated by a quantum light source based on a silicon
waveguide and the length of transmission fibers is 50 km.
The analysis of signal-to-noise ratio (RSN ) shows that our
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FIG. 1. The schematic of QSGI. SPD, single photon detector;
BS, beam splitter; QC, quantum channel.

proposed scheme can provide a certain degree of protection
on the object information in the imaging process.

II. QSGI PROTOCOL

The schematic diagram of QSGI is shown in Fig. 1. It
is based on a telecom-band quantum light source, which
generates energy-time entangled photon pairs. It could be
realized by spontaneous parametric down-conversion [28] or
four wave mixing [29] under continuous wave (CW) pumping.
In the QSGI scheme, Alice holds the quantum source with
broadband joint spectral density of the biphoton state. She
keeps signal photons and sends idler photons to Bob over
optical fibers.

The proposed QSGI realizes two functions simultaneously,
which are quantum temporal ghost imaging and security test
protecting the ghost imaging process. At Alice’s side, signal
photons of photon pairs are randomly directed to two single
photon directors (SPD1 and SPD3) by a beam splitter (BS).
Similarly, idler photons at Bob side are randomly directed to
SPD2 and SPD4 by another BS. The temporal ghost imag-
ing is based on the coincidence measurement of SPD1 and
SPD2. At Alice’s side, before the signal photons are detected
by SPD1, they are dispersed to different directions by the
spatial dispersion component such as a grating, and then they
illuminate the object, recording the spatial information of the
object on their spectrum. The transmitted (or reflected) signal
photons are detected by SPD1 without spatial or frequency
resolution. At Bob’s side, a temporal dispersion component
before SPD2 is used to diffuse arrival times of the idler pho-
tons according to their frequencies. In this way, the frequency
correlation of signal-idler photons is transformed to the cor-
relation between the spatial positions of the signal photons at
Alice and the arrival times of the idler photons at Bob. By
this correlation, quantum temporal ghost imaging is realized.
Furthermore, the part of object illumination with a spatial
dispersion component at Alice’s side could be equivalently
replaced by a programmable optical filter. The pattern of the
filtering spectrum could also act as the object information
to be transmitted. Continuous information transmission could
be realized by successively programming the pattern. On the
other hand, the function of the security test is based on the
coincidence measurement of SPD3 and SPD4. The property
of energy-time entanglement in the photon pairs is checked in
the security test, which can be performed by the Franson-type
interference similar to those in entanglement-QKD schemes
[26,27]. The perturbation on the quantum channel would lead

to the decrease of fringe visibility of the two-photon inter-
ference, which can indicate the eavesdropping fraction and
provide a certain degree of protection on the ghost imaging
process.

The protocol of QSGI integrates temporal ghost imaging
and security test together and basically has six steps.

(1) Clock synchronization between Alice and Bob, by
which the measurement time is equally divided into many
time bins. The time bins are numbered at both sides.

(2) Photon pairs are generated by the quantum light source.
For each time bin, no more than one pair appears. Signal
photons are kept at Alice and idler photons are sent to Bob
by a fiber link.

(3) Alice and Bob take the single photon detections for
temporal ghost imaging and security test, respectively. The
timing information of each detection events at both sides is
recorded. Since the temporal dispersion component for ghost
imaging disperses the arrival times of broadband idler photons
at Bob’s side, the time bins should be large enough to ensure
that most of the photon pairs arrive at the same bins at both
sides.

(4) Bob sends his security-test records to Alice through a
classical channel, by which Alice constructs the fringe of the
two-photon interference and checks the degradation of fringe
visibility (�V ).

(5) Bin sifting. By the classical channel Bob tells Alice the
numbers of time bins in which he detects the idler photons for
temporal ghost imaging. Alice checks her photon records and
selects those in the time bins declared by Bob, abandoning
other single photon events.

(6) According to the fringe degradation �V , Alice cal-
culates the data size of photon records from ghost-imaging
detector after bin sifting, and sends those records to Bob by
the classical channel. Bob could retrieve the image by the
coincidence measurement of photons’ arrival times.

According to the protocol, since Alice only sends her
records in the time bins declared by Bob, these records are
useless for the potential eavesdropper (Eve) if he simply
intercepts some photons by the beam splitter over the quantum
channel. Hence the intercept-resend strategy is reasonable
and practical for Eve. However, due to the quantum no-
cloning theorem, the intercept-resend attack would degrade
the quantum entanglement of photon pairs, which could be
checked by the security test. Assuming that under a trusted
condition excluding any eavesdropper’s intrusion, the fringe
visibility of the two-photon interference is V0, which can be
measured in the system calibration. Supposing the existence
of Eve over the quantum channel, he would intercept a fraction
of idler photons, which is denoted by x, and resend the fake
photons to Bob. The intercept-resend attack would bring the
perturbation into the interference measurement, leading to
a degradation of �V . Theoretical analysis (see Appendix)
shows that the fraction of intercept-resend photons can be
calculated by

�V = xV0. (1)

On the other hand, the quality of ghost imaging could be rep-
resented by its RSN [30,31]. The image’s RSN at Bob depends
on the data size of photon records Alice sends to Bob. It can be
indicated by the measurement time for these records, which is
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denoted by t . Theoretical analysis shows that if the object is a
mask with binary transmission levels (the transmission T = 0
or 1 at each pixel in the pattern) and the coincidence counts
at different pixels satisfy the Poisson distribution, the RSN of
the image at Bob’s side can be expressed as

RSN Bob =
√

ξCAR − 1

ξCAR + 1

RηAηB

k
t, (2)

where ξCAR is the coincidence-to-accidental coincidence ratio
of temporal ghost imaging; R is the generation rate of photon
pairs from the quantum light source; ηA and ηB are collection
efficiencies of signal-idler photons for ghost imaging at Alice
and Bob, respectively; k is the horizontal pixel number of the
image.

If Eve performs the eavesdropping by the intercept-resend
strategy, he could also make the coincidence measurement by
the data Alice sends to Bob over the classical channel and the
timing information of the idler photons he has intercepted over
the quantum channel. Since the intercept-resend fraction is x,
it can be expected that after the time-bin sifting, the ratio of
the coincidence counts at Eve and Bob is also x, leading to

RSN Eve = √
x RSN Bob. (3)

It can be seen that the RSN of the image at Eve is always
lower than that at Bob since x is always lower than 1. For a
specific set of patterns, such as letters of an alphabet, the RSN

criterion can be defined and one cannot recognize the ghost
image with RSN not higher than the criterion. According to
Eqs. (2) and (3), Alice can control the RSN of Eve’s image
and make it not higher than the criterion by limiting the
photon records she sends to Bob through the classical channel.
Meanwhile, the data size from Alice should be large enough
to make Bob’s RSN higher than the criterion, realizing the
imaging from Alice to Bob. The security of QSGI is realized
by this way. The details of the theoretical analysis of Eqs. (1)
to (3) are shown in the Appendix.

III. EXPERIMENTAL DEMONSTRATION

Next, we experimentally demonstrate the principle of
QSGI and the setup is illustrated in Fig. 2. At Alice, energy-
time entangled photon pairs are generated by the spontaneous
parametric four-wave mixing in a silicon waveguide under
CW pumping of 1530.33 nm (linewidth less than 100 kHz,
N7714A, Keysight Technologies). The waveguide, with a
cross-section size of 500 × 220 nm and a length of 1 cm, is
coupled with optical fibers through a vertical-coupling grating
on the waveguide and the insertion loss of the sample is
∼16 dB. The broadband signal (idler) photons generated in
the waveguide are filtered by cascaded coarse wavelength
division multiplexers (CWDMs) with a central-wavelength of
1550 nm (1510 nm) and bandwidth of ∼16 nm. The signal
photons are left at Alice and directed into two paths by
a 50:50 fiber coupler. In one path, the photons are used
to perform the security test based on the Franson-type in-
terference. They pass through an unbalanced Mach-Zender
Interferometer (UMZI) with 400-ps arm-length difference,
and then they are detected by a superconducting nanowire
single photon detector (SNSPD) [32]. The phase difference

FIG. 2. Experimental setup. Energy-time-entangled photon pairs
are generated by spontaneous four-wave mixing in a silicon waveg-
uide. Signal photons are kept at Alice and idler photons are sent to
Bob through single-mode fibers of 50 km. At both sides, photons are
randomly directed to perform the security test and quantum temporal
ghost imaging. 50:50: fiber coupler; EDFA: Erbium doped fiber
amplifier; FPC: fiber polarization controller; DWDM: dense wave-
length division multiplexer; CWDM: coarse wavelength division
multiplexer; POF: programmable optical filter (WaveShaper); SMF:
single-mode fiber; DCM: dispersion compensation module; UMZI:
unbalanced Mach-Zehnder interferometer; SNSPD: superconducting
nanowire single-photon detector; TDC: time-to-digital converter.

between the two arms of the UMZI can be adjusted by
controlling the voltage on it. The signal photons in the other
path are spectrally modulated by the programmable optical
filter (WaveShaper 1000A, Finisar Corp.), and then detected
by another SNSPD. It is worth noting that the filter is based on
a spatial grating and spatial light modulator, which is similar
to the object illumination part shown in Fig. 1. Meanwhile,
idler photons are sent to Bob through single-mode fibers of
50 km. They are also separated by a 50:50 fiber coupler into
two paths. Some idler photons are randomly directed into
the security-test path. For compensating the group velocity
dispersion (GVD) of the fiber link (∼700 ps/nm), a dispersion
compensation module (DCM) is inserted before the UMZI at
Alice, by which the nonlocal dispersion cancellation [33,34]
is realized for measuring the Franson-type interference fringe
of the energy-time entanglement. In the other path, the idler
photons are utilized to realize quantum temporal ghost imag-
ing. The GVD introduced by long-distance fibers disperses
the arrival times of the broadband idler photons to ∼10 ns.
Thus, spectrum patterns modulated by the WaveShaper can be
ghostly imaged with the time-domain coincidence measure-
ment of Alice’s signal photons through the WaveShaper and
Bob’s idler photons through the long-distance transmission
fibers. Four NbN superconducting nanowire single photon
detectors (SNSPD) are used in the experiment with detec-
tion efficiencies at 1550 nm of ∼50%, dark-count rates of
∼200 Hz, and timing jitters of ∼70 ps (full-width at half-
maximum). Single photon events are precisely recorded in
the free-running mode by time-digital converters (PicoQuant
HydraHarp 400).
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FIG. 3. A typical result of QSGI. (a) The imaging pattern set by
the programmable optical filter. (b) The image at Bob retrieved by
QSGI. (c) The visibility of the Franson-type interference for security
test, indicated by the red squares, is 86.9% ± 2.6%. The inset shows
a typical coincidence peak by nonlocal dispersion cancellation. The
result of back-to-back measurement without single-mode fibers and
DCM is performed (black circles) for comparison, with a visibility
of 86.4% ± 2.7%. C. C., coincidence count.

A. Ghost imaging

At Alice ’sside, the object is a two-dimensional pattern
with 31 × 15 pixels, shown in Fig. 3(a). Green (black) pixels
in the pattern indicate that photons with corresponding fre-
quencies can pass through (be blocked by) the programmable
optical filter. The pixels in the first and last lines are all
transmitted for the RSN calculation of the image constructed
by quantum temporal ghost imaging. The pattern is imaged
line by line in 15 steps of QSGI. In each step, a line of
the pattern (31 pixels) is encoded on the spectrum of signal
photons (1544–1558 nm) by the programmable optical fil-
ter. The photon count rate of Alice’s SNSPD2 for temporal
ghost imaging is 465 kHz when the programmable optical
filter is set that all the signal photons can pass through,
and that of Bob’s SNSPD4 is 208 kHz. The coincidence
count rate RηAηB ≈ 400/s and therefore, the generation rate
of photon-pair R in the silicon waveguide is 8 × 107 pair/s
with collection efficiencies ηA = −25 dB and ηB = −28 dB.
Alice and Bob collect these photons for 20 s and obtain a
coincidence histogram, which retrieves one line of the pattern.
The imaging process totally takes 5 min and the ghost image is
shown in Fig. 3(b), where the average accidental coincidence
count is subtracted in each line for the better visual effect. The
temporal range of the coincidence measurement is ∼10 ns,
which is determined by the bandwidth of idler photons and the
GVD introduced by the single-mode fibers of 50 km, and the
horizontal pixel number k = 78 with the temporal resolution
of 120 ps. The coincidence-to-accidental coincidence ratio
ξCAR is 1.44 in the temporal ghost imaging. It can be seen
that the image is clear under a measurement time of 20 s
for each line. It should be noted that the time-bin sifting is
performed before the coincidence processing as the step (5)
of the protocol requires. The bin size is set as 0.2 μs, which is
one order of magnitude smaller than the average time intervals
of single photon events at both sides and one order larger than
the temporal range of the coincidence measurement, ensuring
most of photon pairs are in the same time bins. If there are
two or even more single photon events in one time bin, such
records are abandoned and the possibility is less than 2.5%.

FIG. 4. RSN of Bob’s image versus data size (time) of photon
records Alice sends to Bob. The circles are calculated RSN according
to experimental results. The fitting curve is RSN = 1.07

√
t according

to Eq. (2). The RSN criterion is set as 0.48 (fitting value), indicated
by the dashed line. By this criterion, the data size for retrieving a
recognizable image is t > 0.2 s. The inset shows the ghost image
with t = 0.2 s.

B. Security test

The security test is realized by the Franson-type inter-
ference, using the coincidences of the single photon events
recorded by SNSPD1 and SNSPD3. The measured interfer-
ence fringe is shown in Fig. 3(c), in which the inset shows
a typical measured coincidence peak. It can be seen that the
full width at half height of the coincidence peak is narrowed to
160 ps by nonlocal cancellation of dispersion. Hence the three
coincidence peaks in Franson-type interference measurement
can be discriminated effectively when the UMZIs with 400-ps
arm-difference are used in the experiment. The result of the
Franson-type interference is indicated by the red squares, with
a raw visibility of 86.9% ± 2.6%. On the other hand, the
result of the back-to-back measurement is also shown by black
circles for comparison, in which long-distance single-mode
fibers and DCM are replaced by variable optical attenuators
with the same attenuations, respectively. The visibility of the
back-to-back result is 86.4% ± 2.7%, which can be viewed as
the calibration value under trusted condition (V0) for the setup.
The results in Fig. 3(c) show that the fiber transmission does
not reduce the interference visibility, and hence the difference
between the measured visibility and the calibration value can
be utilized as the indicator of the intercept-resend attack.

C. Security of QSGI

The security of QSGI is based on that the RSN of Eve’s
image is lower than that of Bob’s. By controlling the data size
of photon records Alice sends to Bob, Eve’s RSN is limited to
be not higher than the recognition criterion. The data size is
denoted as t , which is the measurement time of photon records
sent by Alice. To show the difference between RSN ’s of Bob
and Eve’s images, first the image at Bob is constructed by
quantum temporal ghost imaging under different t (t � 20 s,
since Alice and Bob perform the detection for 20 s in each
step). The RSN ’s of these images are calculated and shown
in Fig. 4 (see the Appendix for details). The measured values
are fitted by RSN = A

√
t and the experimental parameter A
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FIG. 5. Images constructed by Bob and Eve under intercept-
resend eavesdropping. (a) and (b) are Bob’s and Eve’s images,
respectively, when Alice confirms �V = 2% and controls the data
size sent to Bob. (c) and (d) are Bob’s and Eve’s images, respectively,
for �V = 5%.

is calculated according to Eq. (2). By inspecting the image
quality under different t , the recognition criterion is deter-
mined as shown by the dash line with RSN = 0.48 under
t = 0.2 s according to the fitting curve, and the inset shows
the corresponding ghost image.

According to the analysis of the security test, if Eve per-
turbs the quantum channel by intercept-resend strategy, the
intercept-resend fraction x can be obtained by the measured
degradation of energy-time entanglement (�V ). If the RSN of
the image at Eve is limited by the recognition criterion, the
data size sent by Alice for ghost imaging can be calculated
according to Eqs. (2) and (3) with the criterion defined in
Fig. 4. Furthermore, Fig. 5 displays two cases under dif-
ferent �V introduced by Eve. In the first one the fringe
visibility degrades by 2% (�V = 2%). Since the original
visibility V0 = 86.4% in the experiment, the eavesdropping
fraction x = 2.31% according to Eq. (1). Hence, t � 8.64
for the security in the imaging process. By the coincidence
measurement with Alice’s photon records of 8.64 s, Bob and
Eve can retrieve the image by temporal ghost imaging, which
are displayed in Figs. 5(a) and 5(b), respectively. It can be
seen that Bob’s image is well recognizable (RSN Bob = 3.16),
while Eve’s image is blurry with the RSN close to the crite-
rion (RSN Eve = 0.47). Furthermore, if the degradation of the
interference visibility increases to 5%, it can be calculated that
t � 3.4 s. In this case, Bob’s and Eve’s images are displayed
in Figs. 5(c) and 5(d), respectively. It can be seen that Bob’s
image is recognizable although the quality degrades with a
smaller RSN (RSN Bob = 2.09) compared to the previous case.
Meanwhile, Eve’s image is still blurry and unrecognizable
(RSN Eve = 0.40). These results show that the RSN of Eve’s
image could be controlled by the photon records Alice sends
to Bob, demonstrating the feasibility of QSGI and protecting
the process of ghost imaging between distant parties under the
intercept-resend attack.

IV. CONCLUSION

To conclude, we propose and experimentally demonstrate
the scheme of QSGI, which combines a quantum temporal
ghost imaging and security test based on quantum entan-
glement over 50 km of commercial optical fibers between
imaging parties. Entangled photon pairs are randomly directed
to realize ghost imaging and security test in QSGI. In ghost

imaging, spectrum patterns are imaged by the time-domain
coincidence measurement of Alice’s signal photons through
the programmable filter and Bob’s idler photons through the
transmission fibers. Meanwhile, the security test is performed
by the biphoton interference of broadband energy-time entan-
gled photon pairs, and nonlocal dispersion cancellation is ap-
plied to avoid the broadening of the coincidence peaks due to
the large dispersion of the fiber link. The security of QSGI is
demonstrated by comparing the RSN ’s of images constructed
by Bob and Eve in the temporal ghost imaging process under
the assumption of Eve’s intercept-resend attack over quantum
channel. It shows that by controlling the data size of photon
records Alice sends to Bob for ghost imaging, the quality of
Eve’s image can be limited to be unrecognizable, while Bob
can succeed to image the patterns. The QSGI scheme could be
applied in the scenario of secure imaging and surveillance and
may inspire new ideas in specific quantum communication
tasks.
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APPENDIX: RSN ANALYSIS

According to the protocol, since Alice only sends her
records in the time bins declared by Bob, these records are
useless for Eve if he simply intercepts some photons over
the quantum channel. Hence, the intercept-resend strategy
is reasonable for Eve. However, due to the quantum no-
cloning theorem, the intercept-resend attack the intercept-
resend attack degrades the quantum entanglement of photon
pairs and can be checked by the security test. In our protocol,
the biphoton interference of the energy-time entanglement is
utilized for the security test.

Assuming that under the trusted condition excluding any
eavesdropper’s intrusion, the fringe visibility of the biphoton
interference is V0, which can be measured in system calibra-
tion and can be expressed as

V0 = Rmax − Rmin

Rmax + Rmin
, (A1)

where Rmax (Rmin) is the maximum (minimum) coincidence
rate in the fringe. Rmin is mainly due to accidental coinci-
dences of noise photons in the system and dark counts of
single photon detectors. In this case, the contribution of en-
tangled photon pairs to the coincidence is R = Rmax − Rmin.

Supposing there is an eavesdropper (Eve) intercepting a
fraction, denoted by x, of idler photons over quantum channel
and resending the fake ones to Bob, Rmax would decrease by
xR/2 and Rmin would increase by xR/2, i.e.,

R
′
max = Rmax − xR/2,

R
′
min = Rmin + xR/2.

(A2)
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FIG. 6. The raw coincidence histogram of the first line of ghost
imaging in Fig. 3(b). C. C., coincidence count.

The ratio of 1/2 is due that the fake idler photons (xR)
would randomly exit from the two output ports of the interfer-
ometer. As a result, the fringe visibility would be

V = R
′
max − R

′
min

R
′
max + R

′
min

= Rmax − Rmin − xR

Rmax + Rmin
= V0(1 − x),

(A3)
and therefore, the degradation (�V ) is

�V = xV0. (A4)

Hence, if the entanglement degradation is measured in the
security test, the fraction of intercept-resend photons can be
calculated.

On the other hand, the quality of the image constructed
by quantum temporal ghost imaging could be indicated by
its signal-to-noise ratio (RSN ) [30,31]. Theoretical analysis
shows that if the object is a mask with binary transmission
levels (the transmission T = 0 or 1 at each pixel), RSN can be
defined as [31]

RSN ≡ |〈Nin − Nout〉|√
〈δ2(Nin − Nout )〉

, (A5)

where Nin (Nout) is the coincidence count inside (outside) of
the object pattern, corresponding to T = 1 (0). For quantum
ghost imaging the coincidence events at different pixels are
independent and satisfy the Poisson distribution, RSN can be
simplified as [30]

RSN = |〈Nin〉 − 〈Nin〉|√〈Nin〉 + 〈Nout〉
. (A6)

In the experiment, the raw coincidence histograms of the
first and last lines in the image are used to calculate the
RSN . Figure 6 shows the raw histogram of the first line
in Fig. 3(b). The region between the two red dashed lines
corresponds to the first line of the image, in which all the
pixels are transmitted, and hence all the signal photons in

the frequency region of 1544–1558 nm can pass through the
programmable optical filter. The coincidence counts in these
pixels of the first and last lines are averaged as 〈Nin〉. On
the other hand, the coincidence counts outside this region are
accidental coincidence counts, which are in the same level of
the coincidence counts in pixels where signal photons with
specific wavelengths are blocked by the programmable filter.
Therefore, the accidental coincidence counts in the first and
last lines are averaged as 〈Nout〉.

The difference of 〈Nin〉 and 〈Nout〉 can be expressed by the
generation rate of photon pairs R and the measurement time
of the single photon detection t :

〈Nin〉 − 〈Nout〉 = RηAηB/k,

〈Nin〉/〈Nout〉 = ξCAR.
(A7)

where ηA (ηB) is the collection efficiency of signal (idler) pho-
tons for ghost imaging at Alice (Bob), and k is the horizontal
pixel number of the image. ξCAR is the ratio of coincidence
count to accidental coincidence count. Hence, RSN of Bob’s
image can be calculated as

RSN Bob =
√

ξCAR − 1

ξCAR + 1

RηAηB

k
t. (A8)

Obviously, it is proportional to the square root of the measure-
ment time t .

If Eve’s intercept-resend fraction is x, the ratio of Eve’s
(accidental) coincidence counts and Bob’s (accidental) coin-
cidence counts is also x after Alice and Bob perform the bin
sifting with each other by the classical channel. Hence, the
relation between RSN s of images at Bob and Eve is

RSN Eve = √
x RSN Bob. (A9)

It can be expected that Alice can control the RSN of the
image at Eve and make it not higher than the recognition
criterion by limiting the data size Alice sends to Bob through
the classical channel. It prevents Eve from obtaining the object
information from his eavesdropping. On the other hand, the
data size should be large enough to make the RSN of Bob’s
image higher than the criterion, realizing the ghost imaging
between Alice and Bob. In detail, supposing the RSN criterion
of the specific set of patterns is denoted by C and Eve cannot
recognize the patterns if the RSN of his image is

RSN Eve � C. (A10)

According to Eqs. (A4), (A8), (A9), and (A10), if t satisfies

t � C2 V0

�V

ξCAR + 1

ξCAR − 1

k

RηAηB
, (A11)

Bob can construct a recognizable image, while Eve fails to
image the object with the intercept-resend eavesdropping.
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