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Elimination of Spatial Side-Channel Information for
Compact Quantum Key Distribution Senders

Wei-Shao Huang | Wei Zhang* | Yi-Dong Huang

Abstract—For a compact quantum key distribution (QKD) sender for the polarization encoding BB84 protocol, an
eavesdropper could take a side-channel attack by measuring the spatial information of photons to infer their
polarizations. The possibility of this attack can be reduced by introducing an aperture in the QKD sender, however,
the effect of the aperture on the QKD security lacks of quantitative analysis. In this paper, we analyze the mutual
information between the actual keys encoded at this QKD sender and the inferred keys at the eavesdropper (Eve),
demonstrating the effect of the aperture to eliminate the spatial side-channel information quantitatively. It shows that
Eve’s potential on eavesdropping spatial side-channel information is totally dependent on the optical design of the
QKD sender, including the source arrangement and the aperture. The height of compact QKD senders with
integrated light-emitting diode (LED) arrays could be controlled under several millimeters, showing great potential on
applications in portable equipment.

Index Terms—Diffraction-limited imaging system, mutual information, quantum key distribution, spatial side-channel
information.

1. Introduction

Quantum key distribution (QKD) is an technique for generating and sharing secret keys between two parties™?,
which is important in future security communications networks. Many efforts have been made to push QKD to real
applications since the first QKD protocol (BB84™) was proposed thirty years ago. On one hand, the transmission
distance of QKD is extending continuously by new developments on QKD protocols and techniques™™. Using free
space as quantum channels, the experimental demonstration of satellite-to-ground QKD has been realized,
supporting a transmission distance over 1000 km, The transmission distance of fiber based QKD has been over
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400 km""""4 and several companies have provided commercial fiber based QKD equipment. On the other hand,
short-distance free space QKD also attracts much attention, but is still under laboratory research™. One of
difficulties on short-distance free space QKD is the portability and mobility of QKD senders and receivers. Since
single photon detectors are still difficult to be miniaturized based on current technologies, the efforts on this
direction are focused on how to reduce the size of the QKD sender, which emits photons with different quantum
states. In 2006, Duligall et al" proposed and realized a miniature QKD sender for the polarization-encoding BB84
protocol. Four commercial light emitting diodes (LEDs) were used as the light sources for photons with different
polarizations, which were combined by a diffraction grating component. However, based on discrete optical
components, its size was quite large for portable equipment. In 2015, Vest et al.™ proposed another scheme of a
miniature QKD sender. They used vertical cavity surface emitting lasers (VCSELs) as the light sources and
combined the photons by a photonic integrated chip, which has a length of 2.5 cm. Recently, a hand hold QKD
sender based on resonant-cavity light emitting diodes (RCLEDs) and miniature discrete optical components was
reported, which supported the auto-alignment function for short-distance free space applications'®. However, its
length was over 5 cm including the alignment system. In these works, photons with different quantum states
(usually encoding on polarization) are generated by different light sources. Without spatial filtering, the photons with
different quantum states may have different spatial distributions. An eavesdropper (usually named as Eve) may
estimate the state of a photon by the spatial location at which it is detected. Hence, the QKD security requires that
photons with different states should be spatially indistinguishable. It is why the way to combine these photons is
important and a spatial filter is required in the compact QKD sender to guarantee the QKD security. In [16], an
aperture was introduced to reduce the spatial side-channel information introduced by the imperfect photon
combination, however, its effect on the QKD security lacks of quantitative analysis.

In this paper, we analyze the mutual information between the actual keys encoded at this QKD sender and
the inferred keys at Eve, demonstrating the effect of the aperture to eliminate the spatial side-channel
information leakage quantitatively. It shows that Eve’s potential on eavesdropping spatial side-channel
information is totally dependent on the optical design of the QKD sender, including the source arrangement
and the aperture. We proposed a compact QKD sender scheme based on an LED array fabricated on the
same chip according to this theoretical analysis. Calculation results show that its height can be controlled
under several millimeters with a proper design of the aperture.

2. Spatial Side-Channel Information Leakage in a Compact QKD Sender

Consider a free-space QKD sender for the BB84 protocol with polarization encoding. It has four light sources
emitting photons with four different polarizations. The four sources are integrated in a substrate similar to [15] and
the plane of their surfaces is defined as the source plane. The sketch of the light (photon) distribution on the source
plane is shown in Fig. 1 (a). Regions represent light distributions with different polarizations, which are indicated by
the arrows in them. The photons emitted from the source plane should be attenuated to the single photon level and
filtered to make them indistinguishable in their frequencies, then output from the QKD sender through a collimator.
For simplicity, in this work the four regions are presumed to be four incoherent surface-sources on the source
plane, neglecting the phase relationship among photons emitted from different positions.

As shown in Fig. 1 (a), in the QKD sender, photons with different polarizations have different spatial
distributions in the source plane. Hence, Eve could expect that she could get the information of photons’
polarization encoding by measuring their spatial distribution. Therefore, she could take a side-channel attack
on the polarization encoding QKD system. To measure the spatial distribution of photons, firstly Eve should
image the photons’ distribution in the source plane to an image plane in her eavesdropping apparatus. Then,



HUANG et al.: Elimination of Spatial Side-Channel Information for Compact Quantum Key Distribution Senders 197

she should measure the positions of imaged photons by a single photon detector array which is placed in the
image plane. The measurement could be treated as an imaging system shown in Fig. 1 (b). The leftmost
plane represents the source plane in the QKD sender. The four circles in the source plane denote the four
regions of photons with different polarizations. The middle box is an equivalent diffraction-limited imaging
system for the imaging process, which includes the optical path between the source plane in the QKD sender
and the image plane in Eve’s apparatus. The gray circle on the right surface of the box is the exit pupil of the
diffraction-limited imaging system whereas the entrance pupil is not explicitly shown. The rightmost plane
represents the image plane where Eve places her detector array. The four larger circles in the image plane
represent the images, i.e. the spatial distribution, of photons with different polarizations. Without loss of
generality, in the following analysis we consider an ideal eavesdropping condition, in which the magnification
of the diffraction-limited image system is 1 and the spatial resolution of the detector array is extremely high. In
each pixel of the array, the efficiency of single photon detection is 1 and the dark count is 0. Under this
assumption, it can be seen that the imaged distributions of photons with different polarizations on the image
plane have little overlap in the case shown in Fig. 1 (b), and hence, Eve can infer the polarization of a detected
photon from its position with high likelihood.
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Fig. 1. Sketch of the attack by measuring the spatial side-channel information of photons and the effect of the aperture:
(a) the sketch of the photon distribution on the source plane in the QKD sender, (b) Eve’s measurement on photons’
spatial distribution in the QKD sender, (c) the elimination of spatial side-channel information after introducing an aperture

in the QKD sender, and (d) the arrangement of the aperture respect to the source plane in the QKD sender.

An effective way to reduce the successful rate of this side-channel attack is introducing an aperture after the
source plane in the QKD sender, which is shown in Fig. 1 (c). The intention of the aperture is to reduce the
entrance pupil of the equivalent diffraction-limited imaging system. As a result, the spatial distributions of
photons with different polarizations in the image plane would be diffused according to diffraction and overlap
with each other. It reduces the possibility for Eve to infer a photon’s polarization correctly according to its
position. Theoretically, for the incoherent surface-sources in the source plane, when a photon is emitted from

a point at (xo, o), the probability function of its detection around (x, y) in the image plane can be calculated by"”

P00 = oo [ (72 )] (1

mr2

where J;(x) denotes the first-order Bessel function and r = \/(x —X0)2+ (¥ — y0)%. A is the wavelength of the

photon. D is the diameter of the aperture, and h is the distance between the aperture and the source plane,
which are shown in Fig. 1 (d). Traditionally, the resolution of this diffraction-limited imaging system is
indicated by the Rayleigh criterion

1.22Ah 2)

Resolution =
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which is equal to the radius of the first dark fringe of the Airy pattern in the image plane. Hence, it can be
expected that a small aperture is desired to eliminate this spatial side-channel information. However, the
spatial side-channel information leakage should be quantitatively analyzed from the view of QKD security
analysis based on the information theory, which may provide a clear direction to design the QKD sender with
the aperture.

3. Theoretical Analysis of Mutual Information between QKD Sender and
Eve

Mutual information can be used to quantitatively measure the percentage of information transmission between
two parties when they choose specific ensembles to
encode or decode the information, respectively®". et
. . . L + QKD sender
Fig. 2 shows the information transmission process i

when Eve takes the eavesdropping by the spatial side- (A) GIN &
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(defined in Fig. 1 (a)). These two sequences are
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i | =001}, P(BLIO)

formed by ensembles B4 = {0,1} and S= {1,2,3,4},
respectively. In Eve’'s apparatus, the symbol
sequence (C) sequentially records the spatial
coordinate of detected photons and is formed by the
ensemble C = {(x,y) € }Rz}. The symbol sequence

Fig. 2. Information transmission process when Eve takes
the eavesdropping on the spatial side-channel information,
including four symbol sequences (A) to (D) and three
memoryless channels (E) to (G). The solid circle denotes
the photons emitted by the QKD sender.

(D) is the inferred version of the symbol sequence (A) and formed by ensemble B, = {0,1}. The ratio of
information eavesdropped by Eve is described by the mutual information between ensembles B4 and B, which is
denoted by /(B+; By).

According to the BB84 protocol, a channel (E) can be treated as a noiseless channel and the related
possibilities can be presumed to be

P(bi|by € B1) = 0.5,
P(s|se S)=0.25,
P(s=ilby=0,i € {1,2}) = 0.5,

P(s=j|bj=1,j € {3,4}) = 0.5.

Here, by and s represent the elements of the ensembles B¢ and S, respectively.
The channel (F) describes the behavior of photons travelling from the source plane in the QKD sender to
the image plane in Eve’s apparatus, which is shown in Fig. 1. The related conditional probability P(C|S) can be
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calculated by (1) and the distributions of photons with different polarizations in the source plane. Then, the mutual
information / (B4; C) can be calculated by the following expression®”:

(c.by) > P(cls)P(s|by)
I(B1:C) = Y_ > _Pleb) |092P )P ] — 2 2 2 Pels) Pslb) P (b 10, "2 s s (3)

beBq ceC beBq ceC seS

s’eS

here, c represents the element of the ensemble C.

The property of channel (G) and the conditional probability P(B,|C) depend on how Eve infers the keys based
on her detection results. Hence, different data processing algorithms at Eve would lead to different mutual
information between the ensembles B4 and B; (/(B1; By)). However the upper limit of /(B+; By) is /(B1; C), since
I(B+; B,) < I(B4; C) according to the property of mutual information®. Hence, the mutual information /(B4; C) can
be used to evaluate the potential of Eve’s eavesdropping on the spatial side-channel information.

4. Optical Design of Compact QKD Sender to Eliminate Spatial Side-
Channel Information

Let us consider a simple compact QKD sender design that four incoherent surface light sources are placed at
the source plane as a sources array, which emit photons with different polarizations. It is instructive to consider a
simple case where all sources are point sources, shown by the four solid points in Fig. 3 (a). They locate in the
source plane with coordinates of (+a, +a), respectively. Here, we define a characteristic length to indicate the size
of the array of the four sources, which is the maximum distance between any two points of these sources. In this
case, the characteristic length is equal to 2v/2a. The mutual information /(B4; C) can be calculated by (1) and (3).
And we find that in this case /(B+; C) only depends on the characteristic-length-to-resolution (CLR) ratio n
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The resolution of the diffraction-limited imaging system is determined by (2). It can be seen that the information
obtained by Eve is completely dependent on the design of the QKD sender. The square data (upper curve) in
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Fig. 3. Arrangement of photon sources and mutual information with different CLR ratios: (a) The arrangement of photon
sources used for calculations of mutual information /(B+; C). The four solid circles represent the point-source case and the
four striped squares represent the surface-source case. (b) Mutual information /(B+; C) under different CLR ratios
n in both cases. The upper curve represents the point-source case and the lower curve represents the surface-source
case. The dash straight line points out the Rayleigh criterion.
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Fig. 3 (b) show the mutual information /(B; C) under different CLR ratios n in this case. It can be seen that
I(B1; C) increases monotonically against n. It is natural since a small n means that it is difficult for the imaging
system to distinguish the photons emitted from different sources, even they are emitted from two points with
the maximum distance. Hence, it is difficult for Eve to get the spatial side-channel information by the imaging
system. However, traditionally the resolution of the imaging system is defined by the Rayleigh criterion. For
the photons from two point sources, their distributions at the image plane are airy disks. The Rayleigh
criterion means they only overlap partially (one’s maximum is on the first dark fringe of the other). Hence, it
can be expected that n = 1 is not adequate for eliminating the spatial side-channel information. The calculation
result for n =1 is marked in Fig. 3 (b). It shows that the mutual information /(B4; C) is 0.272 bits under the
Rayleigh criterion, which implies that Eve can get 27.2% of the spatial side-channel information.

Another case closer to the real application is consider here, in which all the four photon sources are incoherent
surface-sources. As shown in Fig. 3 (a), the four striped squares represent the photon emission of the surface-
sources with different polarizations. They locate at the four comners of the square defined by the coordinate of
(zxa, +a), respectively. All the square regions have the same side length of 0.25a. The characteristic length of this
surface-source array is also defined by the maximum distance between any two points in these sources, which is
2\/2a again. The incoherent surface-sources mean that the photons emitting from the same source are incoherent
if they are from different locations. In this case, the expression of conditional probability P (c|s) can be calculated by

P(s) = [ [ Plelixsys) P((xaysll9) dxadye 5

(Xs,Ys)€0s

where o denotes the area of the source labeled by s € S. The expression of P(c|(xs,¥s)) is similar to (1).
P((xs,¥s)|S) is the normalized photon-emitting probability distribution of source s in the source plane, which is
assumed to be uniform inside the surface-source region and 0, otherwise.

The CLR ratio n also can be defined by using (4). However, the mutual information /(B; C) depends not only
on the CLR ratio n but also on the size and the normalized photon emitting probability distribution of each source.
The calculation result of /(B4; C) under different CLR ratios n in this case is shown by the triangle data (lower
curve) in Fig. 3 (b). It can be seen that it is similar to the case of point-sources and /(B4; C) also increases
monotonically against n. Besides, the curve is always lower than the one in the previous case, showing that
I(B+; C) is smaller in this case if the CLR ratios n are the same. The mutual information is also marked under the
Rayleigh criterion and indicates that Eve can obtain 21.2% of the spatial side-channel information. Hence, the
Rayleigh criterion is also not adequate for eliminating the spatial side-channel information in this case.

It is worth noting that in the calculation we do not consider the coherence between the photons emitted from
different points. It is a reasonable assumption for incoherent surface-sources, such as LEDs. For coherent surface-
sources, such as VCSELs, the coherence between the photons emitted from different points should be considered
by modifying (1) and (5) to include the phase distribution function of sub-point sources in a surface-source.

According to above analysis, a small CLR ratio n is preferred to eliminate the spatial side-channel information in
a compact QKD sender. The relation between /(B4; C) and the CLR ratio n can be calculated under a given
surface-source array by (1) to (3). On the other hand, the upper bound of /(B 1; C) required for the elimination of the
spatial side-channel information could be determined by the requirement of QKD security (which depends on its
private amplification algorithm®"). Then, the CLR ratio n of the QKD sender could be determined for the specific
surface-source array. Since the characteristic length is known for a given source array, the parameters to be
optimized are the diameter D of the aperture and the distance h between the aperture and the source plane.
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Taking the surface-source case shown in Fig. 3 (a) 9

as an example, n should be 0.147 if the requirement of E 8 [ —I(B;C)=1x10" bits -
I(B4;C) is 1x 1073 bits according to the calculated 51’ 7 | IBiC)=1A0bits ;,,.-/' ’
relation between /(B; C) and n shown in Fig. 3 (b). If % 2 I _//'/
the requirement of /(B4; C) is enhanced to 1 x 1074 %4 /,/’ |
bits, n should reduce to 0.073. Assuming that the :E—, sl './_.."/' *_r_‘,‘---*‘
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in the same chip, with a central wavelength of 630 nm = ’,u"::_*_..r"""'
and a characteristic length of 2v/2 x 25 ym (=71 um), 0 L2 . . .
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the values of D and h satisfying the requirement of
I(B4; C) are shown in Fig. 4. It can be seen that this
compact QKD sender design has potential to be
realized in a small package with a height of several
millimeters, which is preferred to the applications of portable equipment.

Distance between aperture and source plane h (mm)

Fig. 4. Design of aperture at different requirements
of I(B4; C).

5. Conclusions

In this paper, we develop a method to analyze the spatial side-channel information in a compact QKD
sender for the polarization encoding BB84 protocol, in which photons with different polarizations are emitted
from different incoherent surface-sources at the source plane. The effect of the aperture for eliminating the
spatial side-channel information is demonstrated theoretically. By the analysis of the mutual information
between the actual keys encoded at the QKD sender and the inferred keys at Eve, it shows that Eve’s
potential on eavesdropping the spatial side-channel information is totally dependent on the optical design of
the QKD sender, including the source arrangement and the aperture. For a given source arrangement, the
Rayleigh criterion is not a good direction to design the aperture. It should be designed according to the
requirement of QKD security, which provides a limit of the mutual information between the sender and Eve.
Theoretical analysis shows that the height of the compact QKD sender could be controlled under several
millimeters with an aperture to eliminate the spatial side-channel information leakage, if an integrated LED
array is used with a characteristic length of 71 ym.
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