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Abstract: We proposed a fully connected quantum communication network architecture based on
multi-user entanglement distribution by space multiplexing and wavelength multiplexing

technologies. A fully connected QKD network with 40 users was demonstrated experimentally.
© 2021 The Author(s)

1. Introduction

Quantum key distribution (QKD) has been developed owing to the theoretically proven security of quantum
mechanics, which may become the key technique in future information security [1,2]. However, most studies and
implementations are limited to two or several parties. Moreover, an assisted trusted node is typically required for
most of large user-scale quantum communication networks [3-6]. A type of fully connected quantum
communication network [7,8] can form a mesh topology between the end users without a trusted node, which is
efficient and with high security. However, how to experimentally build a large-scale fully connected QKD network
remains challenging. In this work, we proposed and experimentally demonstrated a 40-user fully connected
entanglement-based QKD network without a trusted node, which was supported by a broadband energy-time
entangled photon pair source, in which each user can simultaneously generate secure keys with every other user via
QKD. To the best of our knowledge, this is the largest experimentally demonstrated fully connected quantum
communication network supported by a single quantum light source.

2. Network Architecture

The network is supported by a quantum light source, which providing broadband entangled photon pairs
which strong frequency correlation. The quantum light source can be realized by spontaneous parametric down
conversion (SPDC) or spontaneous four wave mixing (SFWM). Based on the property of frequency correlation,
the generated photon pairs can be divided into many entanglement resources by wavelength de-multiplexing.
Each of them includes photon pairs of two correlated wavelength channels. The network architecture is shown in
Fig. 1.
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Fig. 1. The sketch of the network architecture depicting distribution of photon pairs of entanglement resources with different correlated
wavelength channel pairs to users. Subscripts with opposite numbers represent wavelength channels corresponding to a specific
entanglement resource. (a) Sketch of first layer, which forms a fully connected subnet; (b) Sketch of second layer, which shows the
connections between the different subnets; (c) The constructed fully connected network with five subnets.
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Some resources are used to support subnets as Fig. 1(a). In this figure, photons in a specific entanglement
resource are distributed to many users by a passive N-port beam splitter. The photons in a pair would be
distributed to any users randomly, hence, any two users in the subnet would be connected by photon pairs, which
could be discriminated by post-selection after they are detected. The coincidence events between the two users
could be used to realize entanglement based QKD. Hence, each subnet has a fully connected mesh topology
supported by a specific entanglement resource. Other entanglement resources are used to connect these subnets
as shown by Fig. 1(b). In the figure, the two photons of a photon pair in a specific entanglement resource are sent
to two subnets, respectively. Then, they distributed to any users in their corresponding subnet randomly. By this
way, any user in one subnet would be connected with any users in the other subnet by photon pairs. The
coincidence events between them also can be selected and used to realize QKD. By this way, a large QKD
network can be used by the ways shown in Fig. 1(a) and (b). Figure 1 (c) shows an example. In the figure, 5
entanglement resources are used to support five subnets, and then 10 entanglement resources are used to connect
these subnets. The whole network has a fully connected mesh topology, i.e., any two users are connected by
photon pairs and their coincidence events could be used to realize QKD.

3. The experiment

Based on the network architecture, the experimental system of the 40-user fully connected quantum
communication network without a trusted node is shown in Fig. 2. In the experiments, broadband energy-time
entangled photon pairs were generated by spontaneous four-wave mixing (SFWM) under continuous wave
pumping in a silicon waveguide. Fifteen entanglement resources were extracted from the quantum light source,
which corresponded to correlated wavelength channel pairs of C35/C45, C34/C46, ..., C21/C59, as shown in Fig.
2(b). The first five entanglement resources (represented in green) were used to support the connection of users in
the five subnets. Each subnet has 8 users. The remaining 10 entanglement resources (represented in orange) were
used to connect users between the subnets. Subsequently, these wavelength channels were multiplexed by
commercial dense wavelength division multiplexing components, as illustrated in Fig. 1(c), and then sent to the
passive beam splitters.
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Fig.2 (a) Experimental system of 40-user fully connected quantum communication network; (b) The pump and generated entanglement resources.
Subscripts of wavelengths with opposite numbers correspond to a correlated wavelength channel pair for a specific entanglement resource.

In each user, the photons were separated into two paths by a beam splitter. A normal dispersion component was
placed in one path and an anomalous dispersion component was placed in the other path. Then, the photons were
detected by two NbN superconducting nanowire single-photon detectors (SNSPDs). By these user setups, the
symmetric dispersive optics QKD (DO-QKD) [9] was performed between any two users. The symmetric DO-QKD
was modified from the conventional DO-QKD scheme [10,11] to fully adapt to the entanglement distribution
network based on passive beam splitters. High-dimensional encoding based on the time of recorded single photon
detection events can be used in symmetric DO-QKD to improve the utilization of coincidence events by multi-bit
key generation per coincidence. The QKD performance measured between different users are shown in Fig. 3. The
measured secure key rates between any two users in subnet A is shown in Fig. 3(a), in which the results of all the 28
QKD links are shown. The average secure key rate of QKD links in subnet A is ~51 bps. Figure 3 (b) shows the
typical results of QKD between users in difference subnets. It can be seen that and the average secure key rate of
QKD between different subnets was ~22 bps.
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Fig. 3 Performances of symmetric DO-QKD in the network. (a) Measured secure key rates between any two users in subnet A; (b) Measured
secure key rates between users in different subnets.

4. Conclusion

We demonstrated a 40-user fully connected entanglement based QKD network without a trusted node. The user
numbers and performance of QKDs could be further improved by improving the bandwidth and brightness of the
quantum light source. This network architecture provides a simple way to realize large quantum communication
networks without trusted nodes.
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