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Reconfigurable entanglement distribution network
based on pump management of a spontaneous

four-wave mixing source
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Leveraging the unique properties of quantum entanglement, quantum entanglement distribution networks sup-
port multiple quantum information applications and are essential to the development of quantum networks.
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However, practical implementation poses fundamental challenges to network scalability and flexibility. Here, we
propose a reconfigurable entanglement distribution network scheme based on tunable multipump excitation of
a spontaneous four-wave mixing (SFWM) source and a time-sharing method. We characterize the two-photon cor-
relation under different pump conditions to demonstrate the effect of pump degenerate and pump nondegener-
ate SFWM processes on the two-photon correlation and its tunability. Then, as a benchmark application, a 10-user
fully connected quantum key distribution network is established in a time-sharing way with triple pump lights.
Our results provide a promising networking scheme for large-scale entanglement distribution networks owing to

its scalability, functionality, and reconfigurability.

INTRODUCTION

The quantum entanglement distribution network is an important
stage in the development of quantum networks, which generates
end-to-end quantum entanglement in a deterministic or heralded
way (1). It enables various quantum information applications, such
as quantum key distribution (QKD) (2-4), quantum teleportation
(5, 6), distributed quantum computing (7), and quantum metrology
and sensing (8, 9). The most intriguing thing among these applica-
tions is the potential to implement device-independent protocols
(10, 11). To realize entanglement distribution between multiple us-
ers, a natural method is using wavelength division multiplexing
(WDM). So far, based on WDM, efforts have been made to realize
entanglement distribution networks via active routing by optical
switches (12, 13) or passive splitting by beam splitters (BSs) (14).
However, the network topologies of these works are simple and they
suffer from problems caused by the duty cycle of optical switches or
probabilistic splitting. In addition, the entanglement distribution
network with trusted nodes (15) was proposed to increase the user
number of a QKD network, while it still has potential security risks
due to these nodes.

In recent years, there have been several remarkable works ex-
ploring the construction method of entanglement distribution net-
works. The concept of a fully connected network based on WDM is
proposed and implemented with four users (16). In this scheme,
each user pair exclusively occupies a pair of frequency channels. It is
an ideal case for the entanglement distribution network because
there is a one-to-one correspondence between the user link and the
frequency pair of entanglement resource. However, the number of
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required wavelength channels is O (N 2) for N users, which limits the
further increase of user number because the wavelength channels
are precious resources. To increase the user number of a fully con-
nected network, passive multi-port BSs are used to probabilistically
distribute an entanglement resource to multiple user pairs (17, 18).
This strategy is rather suitable for large-scale QKD networks with
postprocessing, while it may cause problems in other applications,
such as teleporting a quantum state. Recently, some works intro-
duced wavelength selective switch (WSS) (19-21) technology and
the concept of a quantum reconfigurable optical add-drop multi-
plexer (-ROADM) (22, 23), which consists of filters, optical fiber
switches, and WSS, to the entanglement distribution network to dy-
namically reconfigure the network. Nevertheless, they also suffer
from the problems of either limited user numbers or probabilistic
entanglement distribution. Therefore, it is necessary to propose a
networking scheme for entanglement distribution networks that
can tackle these two problems simultaneously.

Here, we present a reconfigurable entanglement distribution net-
work architecture by using multiple tunable lasers to pump the spon-
taneous four-wave mixing (SFWM) process in a silicon waveguide
chip, combined with a time-sharing method. We define this scheme
as a pump management scheme, where the network topology is
switched by tuning the pump frequencies and the physical structure
of the network is unchanged. We first characterize the generated
energy-time entangled photon pairs under different pump condi-
tions. The quantum correlation between different frequency pairs
shows a complex feature determined by the SFWM processes with
degenerate and nondegenerate pump photons. The tunability of the
two-photon correlation is demonstrated by changing the pump fre-
quencies, and the two-photon energy-time entanglement is verified
by Franson-type interference. Further, we demonstrate a 10-user
fully connected entanglement distribution network via pump man-
agement, and a QKD network is established as a benchmark applica-
tion. The number of required wavelength channels is relaxed to O(IN)
for N users, rather than the quadratic relation in the WDM-based
network. At the same time, there is no probabilistic beam splitting

10of 11

$202 ‘T Jequweosq uo 610'80us 105" MMM//Sdny LWOoJ) pepeojumod


mailto:zwei@​tsinghua.​edu.​cn
mailto:yidonghuang@​tsinghua.​edu.​cn
mailto:yidonghuang@​tsinghua.​edu.​cn
http://crossmark.crossref.org/dialog/?doi=10.1126%2Fsciadv.ado9822&domain=pdf&date_stamp=2024-12-13

SCIENCE ADVANCES | RESEARCH ARTICLE

used in the network so that each user pair exclusively occupies a fre-
quency pair of entanglement resources, showing potential for full-
fledged quantum networks in the future.

RESULTS

Pump management for SFWM

For x® nonlinear materials, SFWM enables the generation of
energy-time entangled photon pairs when energy conservation
and phase matching conditions are satisfied (24). The near-zero
dispersion of the ¥® nonlinear materials, such as properly de-
signed optical fibers and silicon wire waveguides, leads to the
broadband characteristic of the entangled photon pairs. It also
allows the frequency of the pump light to vary over a wide fre-
quency range, adding an additional control parameter to manipu-
late the SFWM process. On the other hand, according to whether
the two pump photons in an SFWM process have the same fre-
quency, the SFWM processes are classified into two cases with
degenerate pump photons w,, = ®,, and nondegenerate pump
photons w,; # w,, (25-29), as shown in Fig. 1A. Compared with
x'¥ nonlinear processes, different energy conservation conditions
of the SFWM processes provide the possibility to manipulate the
spectral correlations between generated photon pairs by control-
ling the pump lights. For simplicity, the following discussion

about degenerate and nondegenerate SFWM refers to the discus-
sion about pump photons.

Here, we define the pump management scheme as flexibly chang-
ing the number and frequency of pump lasers to realize a network
with the desired topology. Through the management of SFWM
pump lights, it is easy to realize a fully connected entanglement dis-
tribution network in which each user receives photons in a single
frequency channel. On one hand, in the case of multiple pump
lights, several SFEWM processes occur simultaneously, resulting in a
complex two-photon correlation feature between photons with dif-
ferent frequencies. For instance, when two lasers with frequencies ®,
and o, pump the ¥® nonlinear material, the frequencies of SFWM
pump photons ®,;, ®,, € {®;,®,} and both degenerate and nonde-
generate SFWM processes will occur. The pumping scheme with
dual pumps is shown in Fig. 1B. The degenerate SFWM generates
signal and idler photons with pairwise correlations that are sym-
metric about each pump frequency, shown by solid up arrows. For
the nondegenerate SFWM processes, the generated pairwise corre-
lations are symmetric about the mean value of the two pump fre-
quencies, shown by dashed up arrows. In this case, if we select
photons at the specific four frequencies 0, mg, ®¢, and wy, with the
relation of [0y — ;| =|wp —0,| =|0c — 0,| =|0p —®,|, and distrib-
ute them to four users respectively, a four-user entanglement distri-
bution network with ring-type topology is established.
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Fig. 1. Schematics of entanglement distribution network using SFWM pump management. (A) Diagram of energy conservation relations for SFWM processes with
degenerate and nondegenerate pump photons. (B) The pumping scheme of a ring-type quantum network via dual pumps. Two lasers with different frequencies are used
to pump the x® nonlinear material. Solid and dashed up arrows represent photons generated by degenerate and nondegenerate SFWM processes, respectively. Here, a
pair of entangled photons are shown in the same color. By using filters to select photons of different frequency channels and distribute them to different users respec-
tively, an entanglement distribution network with a specific topology is established. (C) The realization of a reconfigurable entanglement distribution network with a
tunable pump. The frequency of the pump light is changed to realize different network topologies. Then, the network is established in a time-sharing way with more

topological links.
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On the other hand, the network topology can be dynamically re-
configured by changing the frequency of pump lights. Using a time-
sharing method, network topologies complement each other to
form a network with more topological links, as shown in Fig. 1C. The
overall coincidence count rate is the total number of coincidence
count events divided by the total time. The time-shared network re-
duces the number of user links that are connected simultaneously.
Under some specific conditions, such as in systems with a high tim-
ing jitter of detector or low heralding efficiency of the entanglement
source, it outperforms the network with all links connected at the
same time (22, 23). It is worth noting that each network user only
receives photons in a single frequency channel, while the frequen-
cies of pump lights change at different times. Therefore, the experi-
mental setup will be quite simple compared with the WDM-based
quantum networks.

Experimental setup

To demonstrate the effect of pump management on the generation of
entangled photon pairs, we first characterize the two-photon correla-
tion under different pump conditions. Figure 2A illustrates the ex-
perimental setup to measure two-photon joint spectral intensity (JSI).
Three continuous-wave (CW) pump lasers with tunable frequencies
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are multiplexed through standard dense wavelength division multi-
plexing (DWDM) filters. Then, the light excites the SFWM process in
a 10-mm-long silicon waveguide. At the output, the pump light is re-
jected using DWDM filters. A programmable filter (Finisar Wave-
shaper) selects signal and idler photons with tunable frequencies and
sends them to the superconducting nanowire single-photon detectors
(SNSPDs). For the correlation measurement between nondegenerate
signal and idler photons, two output ports of the Waveshaper are
used. In the case of degenerate photons, only one output port of the
Waveshaper is used, and a BS further divides the photons into two
parts before being detected by SNSPDs. Subsequently, the two-photon
JSI is measured by time-resolved coincidence measurement of signal
and idler photons with different frequencies.

By using the pump management strategy, we implement a 10-
user fully connected entanglement-based QKD network, in which
each user receives photons with a single frequency channel. The il-
lustration of the QKD network experimental setup is schematically
depicted in Fig. 2B. The generated photons from the quantum light
source are separated by an arrayed waveguide grating (AWG) sys-
tem according to the 100-GHz International Telecommunication
Union (ITU) channels. The noise photons outside the filter band are
further suppressed using DWDM filters. Then, each user receives

photons

AD

- User J
= OO0 p |

NZ-DSF BS ND SNSPD I
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D, C
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Fig. 2. Schematics of the experimental setup. (A) The setup for two-photon JSI measurement. The tunable pump lights are multiplexed using standard DWDM filters
and coupled into a silicon waveguide chip to generate entangled photon pairs through SFWM. At the output, filters are used to reject the pump laser and select signal
and idler photons with tunable frequencies. FPC, fiber polarization controller. (B) The setup for the 10-user QKD network after the quantum light source. The photons
generated from the quantum light source are demultiplexed using AWG and DWDM filters. Each user receives photons in a single frequency channel. A BS and dispersion
modules with anomalous and normal dispersion are used to construct two detection bases of symmetric dispersive optics quantum key distribution (DO-QKD). AD,

anomalous dispersion; ND, normal dispersion. (C) Wavelength allocation scheme and

(D) pump configuration for the 10-user fully connected entanglement distribution

network. (E) Network topologies under four pump configurations and the generated fully connected network topology using time-sharing.
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only one specific wavelength channel via a 6.2-km nonzero disper-
sion shifted fiber spool. Therefore, the effective separation between
every two users is 12.4 km.

For each user, a 50:50 BS is used to randomly choose between the
two detection bases. Then, a symmetric dispersive optics QKD
(DO-QKD) configuration (15) is constructed by placing the disper-
sion modules with normal and anomalous dispersion (+1981 ps/nm
at 1545 nm) at two paths on each user’s side. For a two-user QKD
process, the two detection bases are defined as the cases where one
user detects with normal dispersion and the other user detects with
anomalous dispersion, and vice versa. Nonlocal dispersion cancella-
tion (30) happens in each detection basis, which is the basis of secu-
rity analysis (31-33). The compensation for transmission dispersion
is not performed because it is unnecessary in DO-QKD with a short
transmission distance (see the Supplementary Materials). The sym-
metric DO-QKD has been proven to be equivalent to the conventional
DO-QKD scheme (31), while it is more suitable for entanglement-
based QKD networks because every end user has the same receiver
configuration. Another important feature of DO-QKD is that it en-
codes the arrival times of photons in a high-dimensional way to use
single-photon events more efficiently (see Materials and Methods
and the Supplementary Materials).

Network architecture

Unlike the WDM-based entanglement distribution network, whose
topology is based on the distribution of frequency pairs, the topol-
ogy of the network with pump management depends mostly on the
pump scheme, rather than the physical experimental setup. In the
process of designing the wavelength allocation and pump configura-
tion schemes, three principles are mainly considered. First, in each
pump configuration, the frequencies of pump lights and the users
are separated by at least one ITU channel, to reduce the impact of
residual pump photons on the performance. Second, the number of
pump configurations to be switched is minimized to maximize the
key rate in a time-sharing scheme. Third, the accumulated network
topology is consistent with the desired topology, such as the fully
connected network in our scheme.

For a 10-user fully connected QKD network, the users’ wave-
length allocation scheme is shown in Fig. 2C. The 10 wavelength
channels are evenly distributed in the telecom C-band. The pump
frequencies are properly selected among the C-band ITU channels
to avoid being adjacent to the users” frequencies. If a pump fre-
quency is the same as a user’s frequency, this user will discard all
photons in this situation. On the basis of the above principles, we
design a 10-user fully connected network with three pump excita-
tions. The three pump lights switch between four configurations, as
shown in Fig. 2D. In each case, a QKD network is temporarily es-
tablished with the designed topology shown in Fig. 2E. The lines
between different user nodes represent the quantum correlation of
entangled photon pairs. Using the time-sharing method, a fully
connected network is established based on the results under the
four pump configurations.

Characterization of two-photon correlation under different
pump conditions

To measure the two-photon correlation, we first pump the quantum
light source using a single laser with a tunable frequency. The pump-
ing scheme is depicted in Fig. 3A with the pump power before cou-
pling into the chip of about 2 mW. For the JSI measurements here,
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the Waveshaper routes signal and idler photons whose central fre-
quencies correspond to those of the 100-GHz ITU grid channels;
however, the bandwidth is set to be 25 GHz to prevent a high single-
photon count rate from saturating the SNSPDs. In the single pump
situations, the degenerate SFWM occurs in the quantum light
source, generating photon pairs with pairwise correlation that are
symmetric about the pump frequency, as schematically depicted in
Fig. 3B. We tune the pump frequency to correspond to 100-GHz
ITU channels of C30, C40, and C50, and the obtained JSI results are
shown in Fig. 3 (C to E, respectively). It reveals the strong frequency
anticorrelation determined by the energy conservation conditions
and the tunability of the two-photon correlation. Under different
pump frequencies, the coincidence line shifts parallel to the diago-
nal because the sum of the signal and idler frequencies varies
with the pump frequency. The central point of the coincidence line
is excluded from the test because it involves photons of the same
frequency as the pump light. The corresponding coincidence-to-
accidental ratios (CARs) for each frequency pair in three pump
cases are given in Fig. 3 (F to H). When approaching the pump fre-
quency, the CAR decreases due to the influence of residual pump
photons. For frequency pairs away from the pump frequency, the
CAR is on the order of 1x10°.

Adding another pump laser to the system, a more complex two-
photon correlation feature will emerge. The pumping scheme is
shown in Fig. 4A, and each pump power before coupling into the
chip is about 2 mW. The degenerate SFWM process associated with
each pump and the nondegenerate SFWM process associated with
two pumps occur simultaneously, leading to a complex quantum
correlation structure (see Fig. 4B). It can be divided into two sets of
frequency channels with quantum correlations that can be viewed
as two two-dimensional (2D) square lattice configurations. Tuning
the pump frequencies of the two pump lights, the obtained JSI re-
sults are shown in Fig. 4 (C to E). Three coincidence lines emerge,
with the middle line corresponding to the nondegenerate case and
the other lines corresponding to the degenerate cases. It can be seen
that the number of coincidence counts in the nondegenerate case is
about four times higher than that in the degenerate cases, because
the SFWM with distinct pump photons are more efficient in gener-
ating photon pairs than the degenerate SFWM when two pumps
are launched with equal powers (24). As the frequency difference of
the pump lights increases, the gap between the three coincidence
lines also increases, which is determined by energy conservation.
Furthermore, in the dual pump configuration, it is found that
strong lights are generated at specific frequencies. Assuming that
the pump frequencies are denoted by , and w,, the strong lights are
generated at 20, — ®, and 20, — ®, due to the stimulated four-wave
mixing (FWM) process (34) where each pump laser can also be
regarded as an input signal beam. Hence, the photons at these fre-
quencies as well as those at the pump frequencies are excluded in
the test. The corresponding CAR results for each frequency pair are
given in Fig. 4 (F to H). Similarly, the CAR in the nondegenerate
case is also about four times higher than that in the degenerate
cases. The reason is that under a fixed pump condition, the single-
side count rate of each user is at the same order of magnitude, lead-
ing to similar accidental coincidence rates for all user links. Then,
the difference in CAR is primarily attributed to the difference in the
coincidence count rate.

Furthermore, the triple pump configuration enables more SFWM
processes to occur simultaneously. The pumping scheme is shown in
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Fig. 3. Characterization of two-photon correlation in the case of a single pump. Schematic diagrams of (A) the pumping scheme using a tunable pump and (B) the
generated quantum correlation between photons with different frequencies. The numbers correspond to the 100-GHz ITU channels. Assume that the pump frequency
channel is C40, shown in an open circle, the signal and idler channels are symmetric about the pump channel, shown in filled circles. Then, the solid lines connecting the
channels represent quantum correlations between entangled photons. (C to E) The measured two-photon JSI under different pump frequencies. There is a coincidence
line parallel to the diagonal in each pump condition, which shows the spectral anticorrelation determined by energy conservation. The photons at the pump frequency
are excluded from the test. The coincidence window is 200 ps in the JSI measurements of this work. The integration time for each coincidence measurement is 20 s. C.C,,

coincidence counts. (F to H) The CAR results under different pump frequencies.

Fig. 5A, and each pump power before coupling into the chip is about
2 mW as well. In this case, the degenerate SFWM process associated
with each pump and the nondegenerate SFWM process associated
with every two pumps occur simultaneously. The structure of the
generated quantum correlation is more complex, which can be di-
vided into two sets of 3D cubic lattices with different frequency chan-
nels (see Fig. 5B). There are six types of SFEWM energy conservation
relations based on the three pump frequencies. Therefore, the num-
ber of coincidence lines in the two-photon JSI is five or six (see Fig. 5,
C to F) depending on whether the pumps are equispaced in frequen-
cy or not. To avoid saturation of SNSPDs, there is an additional loss
introduced by variable optical attenuators before the detection of 3.7,
7.5, 4.6, and 0 dB for Fig. 5 (C to E respectively). In addition to the
phenomena discussed in the two configurations above, strong lights

Liu etal., Sci. Adv. 10, ead09822 (2024) 13 December 2024

are generated at more specific frequencies in the triple pump config-
uration. Assuming that the pump frequencies are denoted by w;, ®,,
and @, the strong lights are generated at 20; — ®,, 20, — 03,20, — 0y,
20, — 03, 20; — @, and 20; — 0, due to the stimulated FWM pro-
cess. Given that FWM Bragg scattering involves two pump fields and
a signal field (35), in the triple pump configuration, the strong lights
are also generated at; + 0, — 3 ®; — 0, + 3 and— 0, + ®, + o,
Similarly, the photons at these frequencies as well as the pump fre-
quencies are discarded. The corresponding CAR results for each fre-
quency pair are given in Fig. 5 (G to ]). The situations with equispaced
pumps outperform the situation with nonequispaced pumps in terms
of CAR, because the number of frequencies that generate strong light
is higher in the latter case. As a result, the requirement for filtering
will be higher.
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Fig. 4. Characterization of two-photon correlation in the case of dual pumps. Schematic diagrams of (A) the pumping scheme using two tunable pumps and (B) the
generated quantum correlation between photons with different frequencies. The pump frequencies are assumed to be C39 and C41 for example. The dashed lines repre-
sent quantum correlations with undetected photons in our test due to pump lights and stimulated FWM. It can be divided into two sets of frequency channels with
quantum correlations of 2D square lattice configurations. (C to E) The measured two-photon JSI under different pump frequencies. There are three coincidence lines
parallel to the diagonal in each pump condition, which shows the spectral anticorrelation determined by energy conservation of degenerate and nondegenerate SFWM
processes. The photons at the same frequencies as the generated strong light and the pump lights are excluded from the test. The integration time for each coincidence

measurement is 20 s. (F to H) The CAR results under different pump frequencies.

Franson-type interference

In addition to the two-photon correlation, we characterize the energy-
time entanglement of some specific frequency pairs by Franson-
type interference (36). Under a single pump with frequency C40,
Franson-type interference is implemented with each frequency pair
symmetric to the pump frequency. A typical interference result is
given in Fig. 6A with signal and idler photons of frequencies C37
and C43. The raw visibilities are 96.8 & 0.5% and 96.5 + 2.1% of the
two fringes. As can be expected from the fringes of the Franon-type
interference, the correlation function in the process of calculating the
S parameter has a sinusoidal form. Therefore, the maximum value of
the S parameter is 2\/£V (V is the visibility of interference fringes)
and is calculated to be 2.73 + 0.06, with a violation of the Clauser-
Horne-Shimony-Holt (CHSH) Bell inequality S, = 2\/5 V<2by

Liu etal., Sci. Adv. 10, ead09822 (2024) 13 December 2024

12 deviations (37, 38). After subtracting the accidental coincidence
counts, the corresponding net visibilities are 97.5 + 0.4% and
97.4 + 1.9%. The maximum value of the S parameter is 2.75 + 0.05
with a violation of the CHSH Bell inequality by 15 deviations. The
raw visibilities for different frequency pairs under a single pump
with frequency C40 are given in Fig. 6B. For the frequency pair ad-
jacent to the pump frequency, that is, the C39 and C41, the visibility
is relatively low due to the influence of residual pump photons and
Raman noise photons. Except in this case, the raw visibilities are al-
most above 95%, showing that high-quality energy-time entangle-
ment is generated in a wide band.

For other pump cases, we randomly select one specific frequency
pair for each SFWM process to perform Franson-type interference.
For the conditions of dual pumps, three frequency pairs are selected
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Fig. 5. Characterization of two-photon correlation in the case of triple pumps. Schematic diagrams of (A) the pumping scheme using three tunable pumps and
(B) the generated quantum correlation between photons with different frequencies. The pump frequencies are assumed to be C38, C40, and C42 for example. It can be
divided into two sets of 3D cubic lattices. (C to F) The measured two-photon JSI under different pump frequencies. There are five (six) coincidence lines parallel to the di-
agonal when o, and o are symmetric (asymmetric) about w,. The photons at the same frequencies as the generated strong light and the pump lights are excluded from
the test. The integration time for each coincidence measurement is 25 or 30 s. (G to J) The CAR results under different pump frequencies.

for each pump case. Typical visibility results under dual pumps with
frequencies C39 and C41 are given in Fig. 6C. The blue bars repre-
sent the interference results of degenerate SFWM processes while
the orange bar represents that of the nondegenerate SFWM process.
It can be seen that the raw visibilities in the degenerate SFWM pro-
cesses are lower than that in the nondegenerate SFWM process,
which is mainly due to the lower CAR. However, after subtracting
the accidental coincidence count, the net visibilities of the three pro-
cesses are almost the same (see the Supplementary Materials for
more details and results).

For the conditions of triple pumps, five or six frequency pairs are
selected for each pump case, depending on whether the pumps are
equispaced in frequency or not. Typical visibility results under triple
pumps with frequencies C38, C40 and C42 are given in Fig. 6D. The
green bar represents the interference result of a degenerate process
and a nondegenerate process that produce photons of the same fre-
quency (see fig. S7 for illustration). Because this case has the highest
CAR, it has the highest raw visibility among the three conditions.

Liu etal., Sci. Adv. 10, ead09822 (2024) 13 December 2024

Fully connected QKD network

Subsequently, a 10-user fully connected QKD network is realized
using the setup shown in Fig. 2B. With a limited number of available
SNSPDs, we measure the QKD results in a pairwise way; that is, we
select two users to measure at the same time while the network is
established under each pump configuration. The user pairs that do
not receive entangled photon pairs are unable to establish QKD;
thus, these links are not measured. In each detection basis, 70% of
the coincidence counts are used for key generation and the rest are
used for security analysis. The high-dimensional encoding parame-
ters are optimized for each two-user case to maximize the secure key
rate (SKR) (see details in Materials and Methods) (39).

The pump lights are switched between four configurations to ef-
fectively reconfigure the network topology. The measurement time
is 10 min for each user link to generate secure keys in the asymp-
totic regime. The asymptotic SKR values in four pump configura-
tions are shown in Fig. 7 (A to D, respectively). The resulting network
topologies (see insets) follow the prior designs. There is a difference
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Fig. 6. Franson-type interference results. (A) A typical interference result under a single pump with frequency C40 without subtracting the accidental coincidence
counts. The frequencies of signal and idler photons are C37 and C43. The error bars are obtained by Poissonian photon-counting statistics. The solid lines are sinusoidal
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chosen as the lower one of the results under two bases. (C) Raw visibilities under dual pumps with frequencies C39 and C41. (D) Raw visibilities under triple pumps with
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in the SKRs between different user pairs, which is mainly attributed
to two factors. First of all, as mentioned above, the coincidence
count rate in the nondegenerate SFWM cases is about four times
higher than that in the degenerate cases. Second, under a fixed
pump condition, the CAR of different SFWM processes has the
same relation as the coincidence count rate. It causes the DO-QKD
encoding dimension to differ between user pairs after parameter op-
timization. Therefore, the key rate, which is proportional to the
product of the coincidence count rate and the encoding dimension,
is higher for links using nondegenerate SFWM than those using de-
generate SFWM. After time-sharing, the overall SKR is the total
number of keys divided by the total time, as shown in Fig. 7E. It can
be seen that every user link above the diagonal has a positive SKR
with an average value of 122.2 bps, realizing a 10-user fully con-
nected QKD network. Considering the finite-size effect, we also suc-
cessfully generate secure keys for all the user links; however, a longer
measurement time is needed for some user links (see details in the
Supplementary Materials).

DISCUSSION
We have demonstrated a reconfigurable entanglement distribution
network scheme through pump management of an SFWM quantum

Liu etal., Sci. Adv. 10, ead09822 (2024) 13 December 2024

light source and presented a 10-user fully connected QKD network
using time-sharing. The situations of a single pump, dual pumps,
and triple pumps are investigated to show the tunability of the two-
photon correlation generated by SFWM. There is a difference in the
SKRs between user pairs, which is mainly due to the intrinsic nature
of degenerate and nondegenerate SFWM processes. Fortunately, the
tunability of pump frequencies brings the possibility to optimize the
network performance with a preferred outcome by prior designing
the pump configurations. Additional pump configurations can be
introduced to compensate for the SKR difference. However, it may
be at the cost of a decrease in the average SKR.

One of the advantages of our network scheme is that the fre-
quency utilization is higher. It uses N frequency channels to sup-
port an N-user fully connected network. Compared with the
O(N?) scaling of frequency channels in WDM-based fully con-
nected networks, the proposed scheme greatly relaxes the require-
ment for the number of frequency channels; thus, it can be
extended to more users. Using the ITU 100-GHz grid channels,
our network scheme is expected to support up to 40 users with a
series of designed pump configurations and excellent pump filtering.
Even a larger-scale network with more than 100 users is possible
by using a finer frequency grid, e.g., the 50-GHz grid, or including
the L-band frequencies.
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Fig. 7. Asymptotic SKR of the time-shared QKD network. (A to D) Temporary asymptotic SKR results under four pump configurations. Insets show the corresponding
network topologies. (E) The overall asymptotic SKR result of the fully connected network using time-sharing.

In addition, another key feature of the proposed network is that
each user link exclusively occupies a frequency pair of entanglement
resource. There is no passive splitting in the distribution process of
photons. On one side, the loss caused by the BS is avoided. On the
other side, it is possible to conduct multiple quantum information ap-
plications beyond QKD. In our experiment using multiple pumps, a
user may be connected to more than one user, so it can still only sup-
port applications with postprocessing, such as QKD. To distinguish
each user pair, a single tunable pump is required to establish an en-
tanglement distribution network where each user is connected to only
one user. Hence, it can support quantum information applications
without postprocessing at the cost of using more pump configurations.

Furthermore, the pump management scheme offers reconfigu-
rability to the entanglement distribution networks. The frequency
and power of each pump can be easily tuned to reconfigure the logi-
cal topology of the network without changing the physical links.
Compared with the reconfigurable network schemes using WSS
(19-21) or -ROADM (22, 23), the losses introduced by the optical
switches and wavelength switches on the entangled photon pairs are
avoided. In addition, our scheme is not limited to the number of
output ports of WSS or ¢-ROADM and has higher scalability. The
system loss is independent of the user number as well. We note that
the network with pump management has limited reconfigurability
and is unable to realize arbitrary topology at a time, so it is suitable
for use with the time-sharing method.

The pump situation is not limited to triple pumps. Using more
pump lights, even an optical frequency comb, to excite SFWM pro-
cesses in the quantum light source may result in a more complex
two-photon correlation feature. One possible challenge is that strong
lights are generated at more specific frequencies, which will influence
the performance of quantum information applications to a large ex-
tent. In our demonstration, the single photons at these frequencies
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are discarded. However, the utilization of single photons at these fre-
quency channels decreases in this situation. Second, it also poses
challenges to the filtering systems of the pump lights and the entan-
gled photons. Third, more SFWM processes occur with an increasing
number of pump lights. Then, for a specific user link, photons gener-
ated from other SFWM processes become background noise. When
the number of pump lights increases, the efficient suppression of
background noise is critical. We carry out theoretical analysis and
numerical simulation to show how the noise photons affect the per-
formance of Franson-type interference and QKD (see section S5).
Besides, if multiple lasers coherently pump the quantum light source,
quantum optical frequency combs with different spectral correlation
features can be generated, adding an extra degree of freedom for
quantum information processing in the frequency domain (40-42).
The photons discussed above are in a bipartite entanglement state.
When entangling multiple photon pairs, multiphoton entanglement
would be generated with a high-dimensional lattice in the frequency
domain, which would have great potential as a universal resource for
measurement-based quantum computing (43).

In summary, we have proposed a reconfigurable entanglement
distribution network scheme based on pump management and a
time-sharing method. Single, dual, and triple pump lasers are used
to excite the SFWM process in a silicon waveguide chip. When mul-
tiple pump lights excite the ¥ nonlinear material, SFWM processes
with degenerate and nondegenerate pump photons occur simulta-
neously, forming complex two-photon correlation features that are
characterized by JSI measurements. The energy-time entanglement
of specific frequency pairs is verified by Franson-type interference.
Further, we have realized a 10-user fully connected QKD network
under triple pumps as a benchmark application. The quantum light
source for the network is pumped under four pump configurations
and the network is constructed in a time-sharing way. Our results
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show the scalability, functionality, and reconfigurability of the pro-
posed entanglement distribution network, which provides a poten-
tial architecture for future quantum networks.

MATERIALS AND METHODS

Franson-type interference experimental setup

The experimental setup of Franson-type interference is based on the
setup shown in Fig. 2A while two commercial unbalanced Mach-
Zehnder interferometers (UMZIs) are placed before detection by
SNSPDs. The unbalanced time between the two arms of the UMZI is
400 ps, which is much larger than the single-photon coherence time in
the experiment to avoid single-photon interference. The phase shifter is
on one arm of the UMZI and is tuned by applying a voltage. We fix the
voltage of UMZII to be 1 and 2 V to construct two nonorthogonal
bases and change the voltage of UMZI2 to obtain the two-photon in-
terference fringes. The time bin for coincidence measurement is 50 ps
and the coincidence counts are collected within the central 5 bins of the
central coincidence peak. The pump condition, quantum light source,
and filtering devices are the same as those in the JSI measurement.

Key generation
In the DO-QKD protocol, a high-dimensional encoding format is
used to effectively exploit each single-photon event (31, 32). It gen-
erates keys in a three-level sifting process (39). The continuous time
of the two users is divided into time frames, time slots, and time
bins. A time frame consists of M = 2P time slots, and a time slot
contains I time bins. The time bin has a width of 7. Time frames are
numbered sequentially. In addition, time slots in each frame and
time bins in each slot are numbered sequentially and separately. In
the process of key generation, Alice and Bob first select the time
frames that contain only one single-photon event and discard other
frames. Then, the frame number and bin number of each single-
photon event are communicated through a classical channel. They
pair the single-photon events that have the same frame number and
bin number. Last, the raw keys are generated by the slot number.
The encoding parameters are optimized between users before the
QKD starts (39). A higher encoding dimension or a larger time bin
width may increase the raw key rate; however, it would result in a
higher quantum bit error rate (QBER). The QBER influences the ef-
ficiency of the information reconciliation process. Hence, a trade-off
is necessary between the raw key rate and QBER. In our DO-QKD
scheme, the parameter optimization is carried out while the QBER is
set to below an upper bound to obtain a relatively good reconcilia-
tion efficiency. See section S4 for more details.

Security analysis

In previous works, the security analysis of DO-QKD was discussed
in detail (31-33). It is based on the treatment of single-photon
events and the well-established proofs of Gaussian continuous-
variable QKD (44, 45). The time-frequency covariance matrix be-
tween the photons’ arrival times of Alice and Bob is calculated.
Then, the secure key capacity is calculated, which represents the
number of secure keys that can be extracted from each coincidence
count. It is denoted as

AT=BI(A; B) — x(A;E) — Agg (1)

where  is the reconciliation efficiency, I(A; B) is Shannon mutual in-
formation between Alice and Bob, x(A; E) is Eve’s Holevo information,
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and Ay, accounts for the penalty of the finite-size effect. In the process
of bounding Eve’s Holevo information, the excess noise factor & is esti-
mated to quantify the disturbance from the eavesdropper, channel
noise, and setup imperfections on the time-frequency covariance ma-
trix. It represents an increase in the correlation time between entan-
gled photon pairs, which can be denoted as

62
g=—r-1 @
cor
where o/ __is the correlation time after transmission and o, is an
ideal noiseless result. We use the back-to-back correlation time in
the experiment to approximate the ideal noiseless result. The Shannon
information is calculated by estimating the correlation coefficient of
the photons’ arrival times between Alice and Bob.
When considering the finite-size effect, each stage of the QKD
protocol has a probability of failing. The calculation of secure key
capacity includes a subtraction

og,(£) )
A= %nm + %logzL + (2log2M+3) L

€pa

where 7 is the number of coincidence counts devoted to key genera-
tion, n,,,is the information leakage in the verification step after error
correction, gp, is the failure probability of privacy amplification, and
€ is the failure probability of smooth min-entropy estimation. In ad-
dition, an uncertainty in estimating correlation time is considered
in the finite size regime (33).
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Sections S1to S6

Figs.S1to S13
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