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Towards a Function-Scalable Quantum Network With
Multiplexed Energy-Time Entanglement
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Quantum networks, which hinge on the principles of quantum mechanics, are
revolutionizing the domain of information technology. The vision for quantum
networks involves the efficient distribution and utilization of quantum
resources to support diverse applications, yet existing protocols face
compatibility issues that limit the functional scalability. In this paper, a
framework is proposed for the compatible and complementary
implementation of quantum time synchronization and quantum cryptography,
by multiplexing the same energy-time entangled biphotons and quantum
channel. A proof-of-principle experiment between two independent nodes
across a 120 km fiber is demonstrated, which achieves sub-picosecond
synchronization stability based on the quantum two-way time transfer
protocol. Simultaneously, this synchronization provides the required timing
for enabling dispersive optics quantum key distribution with an average
finite-size secure key rate of 73.8 bits per second. Furthermore, the
performance degradation induced by asymmetric delay attacks in the
quantum channel is effectively mitigated by the parallel quantum time
synchronization procedure. This work advances energy-time entanglement
potential and paves the way for a resource-efficient, function-scalable, and
highly compatible quantum network.
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1. Introduction

The concept of quantum network[1–3] or
the more comprehensive quantum inter-
net, heralds a revolutionary transforma-
tion in information technology. It capi-
talizes on the distinct characteristics of
quantum mechanics to reshape global
communication, computing, and sens-
ing. This novel domain transcends the
limitations of classical networks, endow-
ing itself with unparalleled security, com-
putational capabilities and precision. As
a cornerstone in quantum networks, en-
tanglement distribution holds the abil-
ity of establishing correlated quantum
states among distant nodes, which are at-
tracting extensive attention and develop-
ments on long-haul fiber and free-space
links.[4–8] Given these advancements,
entanglement-based quantumnetwork is
regarded as a promising platform for
supporting advanced quantum protocols
beyond the trusted repeater stage.[3,8,9]

Within quantum networking protocols,
high-precision time synchronization is vital for aligning the ar-
rival times of entangled photon events at each quantum node.
To transfer the timing signal, either a separate fiber channel or
the coexistence in the same fibers is usually adopted.[10,11] The
former requires extra fiber resource consumption, while the lat-
ter suffers from the issue of contaminating the entangled pho-
tons by classical signals. To address these challenges and meet
the growing demands of scalable quantum networks, the need
for more compatible time synchronization methods has become
increasingly apparent. Additionally, the isolated development of
quantum protocols often leads to interface incompatibilities and
inefficient use of quantum resources.[12]

Among various types of entanglement, energy-time entan-
glement stands out due to its high versatility in fields across
quantum communication, computation, and metrology. For ex-
ample, by exploiting the strong temporal correlation of energy-
time entangled biphotons, the quantum two-way time trans-
fer (Q-TWTT)[13] protocol has been successfully demonstrated
in both metropolitan fiber and free-space links, showing the
ability of achieving time synchronization stability far below 1
picosecond.[14,15] These results further solidify its promising
prospects of providing high-precision and secure timing for
global quantum networking[16] and scenarios in global position-
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Figure 1. Network architecture and experimental setup. a) The network comprises two quantum nodes, Alice and Bob, enabling simultaneous bidirec-
tional quantum time transfer and unidirectional quantum key distribution. The potential intercept-and-resend attacks posed by an eavesdropper, denoted
as Eve. b) A modified DO-QKD setup is integrated into the standard Q-TWTT framework. ET-EBS: custom-developed energy-time entangled biphoton
source; FBS: fiber beam splitter; OC: optical circulator; DCM: dispersion compensation module; SNSPD: superconducting nanowire single-photon
detector; TTU: time tagger unit; CLK: reference clock; MDL: motorized variable optical delay line.

ing system denied environments.[17] Leveraging energy-time en-
tangled photon pairs, the dispersive optics quantum key distri-
bution (DO-QKD) protocol[18–21] offers the advantage of source-
independent security and the potential for device-independent
security. It also provides a technique for constructing large-scale
quantum networks with fully-connected topology. Meanwhile,
energy-time entanglement can be harnessed to achieve high-
dimensional entanglement, enabling denser quantum informa-
tion processing.[22–24]

Furthermore, energy-time entanglement has been used as a
critical component in the development of quantum logic gates,[25]

offering a robust platform for quantum state manipulation,
which is essential for the advancement of quantum comput-
ing technologies. Benefitting from its unprecedented versatility,
energy-time entanglement is extremely expected to serve as a uni-
fied quantum resource, enabling the concurrent implementation
of various quantum information technologies within a single net-
work.
In this work, we present a proof-of-principle demonstration

for the compatible and complementary realization of quantum
time synchronization and quantum cryptography with multi-
plexed energy-time entanglement over a 120 km fiber-optic link.
Employing the Q-TWTT protocol, quantum time synchroniza-
tion has been successfully implemented to align two independent
quantum nodes with sub-picosecond time stability. The synchro-

nization achieved supplies the requisite timing for the DO-QKD
accomplishment. A finite-size secure key rate of (73.8± 15.7) bits
per second was achieved over a 10-hour measurement period,
which then can be used to enhance the data layer security of the
quantum time synchronization system. Furthermore, facilitated
by the dynamic phase compensation within the quantum time
synchronization procedure, the DO-QKD acquires the robust-
ness against asymmetric delay attacks. These findings represent
a significant leap towards unlocking the full potential of energy-
time entanglement and pave the way for a resource-efficient,
function-scalable, and highly compatible quantum network.

2. Results

2.1. Principle and Experimental Setup

The energy-time entangled biphoton source (ET-EBS) has
emerged as a versatile quantum resource, finding widespread ap-
plications across numerous quantum protocols. It offers the po-
tential to concurrently implement multiple distinct quantum ap-
plicationswithin a single quantumnetwork.Here, we introduce a
quantum network architecture as exemplified by Figure 1a, com-
prising two quantum nodes labeled as Alice and Bob. By lever-
aging multiplexed energy-time entangled biphotons and shared
quantum link and infrastructures, this network enables the si-
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multaneous realization protocols of Q-TWTT and unidirectional
dispersive DO-QKD. This achievement further provides robust-
ness against potential asymmetric intercept-resend delay attacks
from an eavesdropper, Eve.
As illustrated in Figure 1b, a proof-of-principle experiment is

demonstrated between Alice and Bob nodes, departed by a 120
km single-mode fiber (SMF) link. The Q-TWTT configuration is
established to obtain the clock offset and link delay information
between the two nodes. This information is then utilized to syn-
chronize their timing references, thereby ensuring the successful
execution of the DO-QKD task. Two self-developed ET-EBSs[26] at
1560 nm were generated via the spontaneous parametric down-
conversion (SPDC) processwithin the type-IIMgO-doped period-
ically poled lithium niobate (MgO: PPLN) waveguide (refer to the
“Methods” section for details). The idler photons (i1) originating
from ET-EBS1 in Alice node are locally detected by the supercon-
ducting nanowire single-photon detector (SNSPD-D1, Photon
Technology Co., Ltd.). Meanwhile, the accompanying signal pho-
tons (s1) that traverse the fiber link to Bob node are subsequently
detected by SNSPD-D2. The arrival times of these photons, de-
noted as t1,A and t1,B, are recorded by corresponding time tagger
units (TTU1&TTU2, Time Tagger Ultra, Swabian Instruments),
which are referenced to their individual nodes’ clocks. Similarly,
the emitted idler photons (i2) from ET-EBS2 at Bob node are lo-
cally detected by SNSPD-D3, while the signal photons (s2) travel
through the same fiber link in the opposite direction and are
then detected by SNSPD-D4 in Alice node. The arrival times of
the photons from ET-EBS2 are denoted as t2,A and t2,B, respec-
tively. Through the equipped optical circulators (OC1 and OC2)
in each node, the forward and backward transmitted signal pho-
tons (s1 and s2) share the same fiber link. To nonlocally compen-
sate for the dispersion experienced by the signal photons travel-
ing through the 120 km-long SMF, fiber Bragg grating-based dis-
persion compensation modules (DCM1&DCM2, DCMCB-SN-
120P1FP, Proximion Inc.) were employed on the idler photon
paths of both Alice and Bob nodes.
Incorporating two fiber beam splitters (FBS1&FBS2) and a dis-

persion compensation module (DCM3) into the existing stan-
dardQ-TWTT framework, we have ingeniously adapted the setup
to accommodate a modified version of DO-QKD. Note should
be taken that, only one biphoton source (ET-EBS1) was em-
ployed for the DO-QKD process. In time bases, the single pho-
ton events are detected by SNSPD-D5 and SNSPD-D6, with
local dispersion compensation being administered by DCM3.
While via SNSPD-D1 and SNSPD-D2 the photon events are
detected in frequency bases, where nonlocal dispersion can-
cellation is achieved with DCM1. Both the Q-TWTT and DO-
QKD protocols concurrently utilize the arrival times of pho-
tons in frequency bases. Meanwhile, 70% of the photons in
time bases are employed for key generation, and the remain-
ing photons are used for security analysis. For conventional DO-
QKD, the link dispersion is initially compensated, and then ad-
ditional dispersion compensationmodules with the opposite dis-
persion coefficient are used to perform separate transformations
of the frequency basis for the two quantum nodes. The opti-
mized scheme presented in this work significantly reduces the
number of dispersion compensation components and stream-
lines the experimental setup. See more details in the Supporting
Information.

Since the Q-TWTT relies on the bidirectional transmission
symmetry, generally the influence of symmetric delay attacks on
time synchronization can be automatically eliminated.[27] There-
fore, the asymmetric link delay attack[28–30] is considered a pri-
mary threat in the TWTT system. To simulate the asymmetric
delay attack from Eve, a setup comprising two optical circulators
and one motorized variable optical delay line (MDL, MDL-002,
General Photonics) was inserted into the fiber transmission link.
By adjusting the relative time delay differences between forward
and backward photons with MDL, quantifiable asymmetric time
delay attacks were introduced in the bidirectional link.

2.2. Performance of Q-TWTT and DO-QKD

First, the feasibility of theQ-TWTTprotocol was verified by apply-
ing the 10 MHz signal of the Rb clock as the common frequency
reference to Alice and Bob nodes. Taking the single run of mea-
surement time as 5 seconds, the one-way link delay over 120 km
fiber link was extracted by Gaussian fitting of the measured co-
incidence histograms, which are plotted in Figure 2a with black
line. Despite the two nodes using the same time reference, the
link delay variation within half an hour reached 160 ps. By em-
ploying theQ-TWTT protocol, the symmetric delay in the bidirec-
tional scheme was cancelled and the time offset can be deduced.
The variation of t0 as a function ofmeasurement time is shown in
Figure 2b with red solid line, which follows a fluctuation as small
as 1.9 ps in standard deviation. Correspondingly, Figure 2c illus-
trates the time deviation (TDEV) results for the one-way link delay
and time-offset data. As shown by black squares in Figure 2c, the
link delay fluctuates significantly, especially in areas where the
average time exceeds 50 s. For the time-offset, a TDEV of 1.7 ps
was achieved at an averaging time of 5 s. It then exhibits a de-
scending trend in accordance with the slope of 1∕

√
𝜏, ultimately

reaching 0.3 ps at 400 s.
For implementing the DO-QKD, the arrival times of the signal

photons (s1) emitted from ET-EBS1 after transmission through
the fiber link were corrected based on the extracted link delay and
time-offset information. The coincidence distributions between
the signal and idler photons before and after the correction are
shown in Figure 3a with green and orange bars, respectively. It is
clear to see that, the tight temporal correlation of the distributed
entangled photons is well preserved after 120 km-long fiber trans-
mission to the distant node after the timing correction. A Gaus-
sian fitting is implemented on the coincidence distribution, indi-
cating a full width at half maximum (FWHM) of 83.6 ps, which is
mainly attributed to the timing jitters of single photon detectors
(FWHM ≈76 ps) and a small amount of uncompensated disper-
sion (≈34.8 ps for a spectral FWHM of 1 nm) of the optical fiber
link. For a 120 km-long SMF with total dispersion of approxi-
mately 2040 ps/nm, the uncompensated dispersion accounts for
1.7% of the total dispersion. To obtain the noiseless system pa-
rameters used for calculating the excess noise factor and verify
the security in the process of security test,[18] the back-to-back ex-
periment was configured by replacing the 120 km optical fiber
link with another DCM (DCMCB-SP-120P1FP, Proximion Inc)
of positive dispersion coefficient.
A high-dimensional temporal encoding scheme is employed

to efficiently increase the key rate by organizing the arrival time
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Figure 2. Q-TWTT system performance with a common clock reference. a) Measured one-way link delay. b) Recovered time-offset by subtracting the
bidirectional transmission delay. c) The corresponding TDEV results.

Figure 3. Typical two-photon coincidence distributions in common clock a) and remote clock b) configurations. The orange (green) bars represent the
coincidence distribution between Alice and Bob with (without) the link delay and time-offset information from the Q-TWTT. The Gaussian fitting curves
are shown in the orange lines with an FWHM of 83.6 ps and 87.8 ps in (a) and (b), respectively.
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Figure 4. Time traces of the time-offset a), RKR along with the single-side count-rate b), QBER c) and asymptotic SKR d). Each data point in panels
(b)–(d) represents the QKD performance recorded at 5-minute intervals.

streams of photons into a structure of time frames, time slots
and time bins.[31] To be specific, one time frame is segmented
into 2D time slots, and each time slot is further divided into I
time bins. Here, D and I represent positive integers that define
the dimensions and the number of bins, respectively. The time
bin, being the smallest unit of this temporal grid, has a width
of 𝜏. Photons from two users are paired if they share identical
frame and bin numbers, with the raw keys defined as the slot
numbers of the detected single-photon events. Before the QKD
process, Alice and Bob would determine their encoding param-
eters by a three-level optimization format.[31] When the encod-
ing dimension or bin width is increased, the raw key rate (RKR)
tends to rise. However, this improvement comes at the expense
of a higher quantum bit error rate (QBER). Consequently, it is
essential to strike a balance between the RKR and QBER. In the
current experiment, the QBER is set to below an upper bound of
5% along with optimized encoding parameters of D = 6, I = 3
and 𝜏 = 110 ps. The obtained RKR is 199.4 bits per second (bps)
with a QBER of 4.9%. When considering the finite-size effect[32]

with the total coincidence counts of about 3 × 105, the Shan-
non mutual information I(A;B) is 4.89 bits per photon coinci-
dence (bpc), Eve’s Holevo information 𝜒(A;E) is 0.57 bpc and
the finite-size penalty on secure key capacity ΔFK is 0.31 bpc.
Therefore, secure key capacity is 3.52 bpc and the secure key rate
(SKR) is 117.0 bps (See more details about the encoding process
in Methods and parameters optimization in the Supporting In-
formation).

To shift from the common-clock scenario to a more practi-
cal situation in which a remote clock synchronization between
Alice and Bob is accomplished, we adopted a scheme involving
open-loop fiber-optic microwave frequency transfer and dynamic
phase compensation.[33] Despite observing some degradation in
the coincidence distribution, the achieved clock synchronization
enabled us to nearly revert to the coincidence distribution ob-
served with a common clock reference. As shown in Figure 3b, a
FWHM of 87.8 ps was achieved. In this case, DO-QKD was per-
formed with re-optimized parameters of D = 6, I = 3 and 𝜏 = 80
ps, and the obtained RKR is 181.6 bps with a QBER of 4.8%. Con-
sidering the finite-size effect, I(A;B) is 4.65 bpc, 𝜒(A;E) is 0.57
bpc and ΔFK is 0.29 bpc. Therefore, secure key capacity is 3.32
bpc and the finite-size SKR is 100.5 bps.
In the remote clock synchronization scenario, the long-term

performance analysis of Q-TWTT and DO-QKD lasting for 10-
hour was further conducted. The collected raw timestamp data
was segmented into 5-minute intervals for detailed analysis, and
time traces of the time-offset, RKR, QBER and asymptotic SKR
are shown in Figure 4a–d, respectively. As shown in Figure 4a,
the time-offset between the two nodes Alice and Bob is stabilized
with a residual fluctuation of 6.5 ps in standard deviation. Lever-
aging the time synchronization information, the RKR was sus-
tained at an average of (136.7 ± 27.9) bps as seen in Figure 4b.
Note should be taken that, in the initial data segment (spanning
0–100 minutes), the time-offset remains very stable, which sug-
gests excellent time synchronization performance between the

Laser Photonics Rev. 2025, 19, e00658 © 2025 Wiley-VCH GmbHe00658 (5 of 10)
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Figure 5. Comparison of SKRs in fiber-based entanglement QKD experiments. The stars, triangles, and circles respectively represent the results from
energy-time entanglement, polarization entanglement, and time-bin entanglement. The red star marks the obtained finite-size SKR of this work.

two nodes. However, the RKR shows apparent drop from ∼200
bps to ∼80 bps. As depicted by the red dashed line in Figure 4b,
the RKR exhibits the same trend as the photon count rate. This
observation suggests that the fluctuation in photon counts serves
as the primary factor contributing to the variation in the key rate.
The underlying reason is that long-haul optical fiber transmis-
sion causes random polarization changes in photons, and the
utilized SNSPDs are polarization-sensitive. On the other hand,
since the accidental coincidence count rate remains largely stable
throughout the testing process, a lower RKR results in a higher
QBER, as shown in Figure 4c. Consequently, even though the
QBER was optimized to fall below the predetermined threshold
of 5% before initiating the long-term measurement, the average
QBER ultimately registers at (5.5 ± 0.7)% due to the inherent
fluctuations. The asymptotic SKR is then calculated to be (78.6
± 24.0) bps, as shown in Figure 4d, indicating a similar trend as
the RKR. Furthermore, the finite-size SKR was determined to be
(73.8 ± 15.7) bps throughout the long-term test.
Figure 5 presents a comparative analysis of SKRs in fiber-

based entanglement QKD experiments. The stars, triangles,
and circles respectively represent the results from energy-
time entanglement,[21,31,34] polarization entanglement,[4,35,36] and
time-bin entanglement.[37] Among the star-marked results, the
red star indicates the obtained finite-size SKR of this work. No-
tably, despite the simultaneous use of multiplexed energy-time
entangled biphotons for dual quantum applications (Q-TWTT
and DO-QKD), the proposed scheme achieves a SKR compet-
itive with state-of-the-art standalone entanglement-based QKD
systems operating over long-distance fiber links.

2.3. Robustness Against Asymmetric Delay Attacks

As illustrated in Figure 3, precise time synchronization is essen-
tial for reestablishing the temporal correlation of two-photon en-
tanglement, which forms the cornerstone of DO-QKD. In prac-
tical applications, the presence of an eavesdropper who intro-
duces asymmetric time delay attacks into the transmission link
can lead to erroneous timing information, consequently degrad-
ing the performance of DO-QKD. To assess the impact of asym-
metric delay attacks on the DO-QKD, we configured Alice and
Bob nodes with a common clock reference to emulate a sce-
nario without the quantum time synchronization (QTS) proce-
dure. The time delay attack manipulated by Eve was simulated
by incrementally setting the MDL-induced delay from 0 ps to
120 ps, with a step of 10 ps. At each delay setting, the system
was run for 5 minutes. As shown in Figure 6a, the statistical
histogram of the measured time-offset features a flat-top shape,
suggesting that Eve has introduced a substantial timing shift.
Subsequently, the relationship between the measured normal-
ized finite-size SKR and the quantity of the introduced time de-
lay attacks is obtained and depicted in Figure 6b with purple
diamonds. The normalized finite-size SKR exhibits a progres-
sive decline with increasing asymmetric time delay, demonstrat-
ing a pronounced reduction to 13% when the asymmetric delay
reaches 120 ps. To explain this phenomenon, we introduced cor-
responding varying time delays to the experimentally measured
raw timing data from the baseline configuration (i.e., without
an asymmetric delay attack). This methodology enables quanti-
tative simulation of how asymmetric delay attacks compromise

Laser Photonics Rev. 2025, 19, e00658 © 2025 Wiley-VCH GmbHe00658 (6 of 10)
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Figure 6. Statistical histograms of the time-offset and normalized finite-size SKR in asymmetric delay attack scenarios, with and without QTS. a) Without
QTS: Statistical histograms of the measured time-offset data, with the rectangular fitting envelope shown as a solid line. b) Without QTS: The graph of
the normalized finite-size SKR as a function of the quantity of introduced asymmetric delay attacks, with the measured data plotted by purple diamonds
and simulated data represented by red squares. c) With QTS: statistical histograms of the measured time-offset data, with the Gaussian fitting envelope
shown by the solid line; the insert shows the histogram under the no-attack condition. d) With QTS: The graph of the normalized finite-size SKR as a
function of the quantity of introduced asymmetric delay attacks, with the measured data plotted by purple diamonds, and the detected single photon
count-rate at Bob node shown by the solid crayon-colored line. The bin width (coincidence detection window) in (b) and (d) was set to be 140 ps, along
with encoding parameters of D = 6, I = 3.

the key generation efficiency in DO-QKD. The simulation re-
sults, depicted by red squares in Figure 6b, reveal the dependence
of the normalized finite-size SKR on the asymmetric time de-
lay. The experimentally measured data points show strong agree-
ment with the simulation results, with residual discrepancies
primarily arising from the inherent photon count rate fluctua-
tions discussed in the previous section. These findings demon-
strate that asymmetric time delay attacks on the time synchro-
nization system are highly detrimental to the performance ofDO-
QKD.
To mitigate these risks and ensure the continued efficacy of

DO-QKD, it is imperative to enhance the robustness of the sys-
tem against asymmetric delay attacks. According to the proto-
col described in this paper, QTS and DO-QKD make use of
the same energy-time entangled photons and pass through the
identical fiber link. Thus, asymmetric delay attacks can be re-
garded as a form of common-mode noise for the two applica-
tions, which is expected to have no impact on the performance

of DO-QKD. To elaborate on this point, let us first consider
the scenario in the absence of attack. Suppose tA and tB rep-
resent the reference times at the Alice and Bob nodes respec-
tively, 𝜏link denotes the symmetry link transmission delay. Since
the QTS process aims to synchronize the time reference at the
Bob node with that at the Alice node, the true time-offset ex-
tracted based on the Q-TWTT protocol, namely t0 = tB − tA, is
the value that needs to be subtracted to tB to achieve synchro-
nization. In other words, the new time reference at Bob (t′B)
should be adjusted such that t′B = tB − t0 = tA . Next, we con-
sider the situation where an asymmetric delay attack, denoted
as 𝜏Eve, is introduced by Eve in the forward path from Alice to
Bob. According to the working principle of the Q-TWTT proto-
col (see Methods for details), a false time-offset (t

′

0) is extracted,

t′0 =
(
t′B − tA

)
+

𝜏Eve

2
(1)

Laser Photonics Rev. 2025, 19, e00658 © 2025 Wiley-VCH GmbHe00658 (7 of 10)
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Given that the QTS process continuously synchronizes the ref-
erence clock of the Bob node with that of the Alice node, making
t
′

0 approach 0, the new time reference at Bob node is then read-
justed to:

t′′B = t′B − t′0 = tA −
𝜏Eve

2
(2)

Simultaneously, the measured link delay (𝜏
′′

link) is determined
as

𝜏 ′′link = 𝜏link +
𝜏Eve

2
(3)

From Equations (2) and (3), it can be observed that the asym-
metric delay attack has an equal but opposite effect on the time
reference established via QTS (t′′B) and the measured link delay
(𝜏 ′′ link). For the implementation of the DO-QKD, the arrival time
of the signal photons (s1) at Bob is determined by t′′B + 𝜏 ′′link =
tA + 𝜏link, which aligns with the scenario where no asymmetric
delay attack is present.
To validate this conclusion, we adopted the aforementioned

scheme to conduct corresponding tests. Even in the presence of
asymmetric delay attacks, the internal time offset of the system
invariably converges towards a fixed position, as illustrated by
the histogram in Figure 6c. Despite some broadening relative to
the no-attack condition (insert), the histogram retains a distinct
Gaussian envelope, with a fitted FWHM of 38.7 ps. The perfor-
mance of DO-QKD was further analyzed, by incrementally vary-
ing the MDL-induced delay from 0 ps to 120 ps, the resultant
finite-size SKR in its normalized form is depicted in Figure 6d
with purple diamonds. In contrast to Figure 6b, with the in-
crease of the asymmetric delay attack, no decreasing trend can
be observed. Instead, the values fluctuate around an average of
0.8, which can be attributed to the fluctuation of the single-side
photon count-rate at Bob’s node. As shown by the solid crayon-
colored line in Figure 6d, it exhibits a consistent variation pattern
with that of the SKR. The results unambiguously demonstrate
that detrimental effect on the DO-QKD induced by the asym-
metric delay attacks in the fiber link can be effectively mitigated
through the concurrent QTS process. This finding underscores
the crucial role of entanglement multiplexing in enhancing the
robustness against asymmetric time delay attacks, thereby ensur-
ing the reliable and secure operation of quantum networks.

3. Conclusion

By multiplexing the energy-time entanglement, two distinct
quantum protocols, quantum time synchronization and dis-
persive optics quantum key distribution, are concurrently en-
abled. A proof-of-principle demonstration between two indepen-
dent nodes across a 120 km fiber-optic link was implemented.
Through the Q-TWTT protocol, we achieved time synchroniza-
tion reaching a stability well below 1 ps. It then provides the crit-
ical prerequisite for the execution of DO-QKD, which succeeded
in generating a finite-size SKR of (73.8 ± 15.7) bps. During each
5-second interval dedicated to implementing a single-run of QCS
procedure, a secure key comprising approximately 369 bits is
generated. This key is adequate to support the widely-adopted

Advanced Encryption Standard 256 (AES-256), thereby enhanc-
ing the data layer security of the QCS system. By obviating the
necessity for transmitting classical time synchronization signals,
our protocol surmounts the challenge of co-fiber transmission of
classical and quantum signals. Furthermore, benefiting from the
use of energy-time entangled photon pairs as the common quan-
tum resource and the shared quantum infrastructures, the pre-
sented DO-QKD showcases robustness against potential asym-
metric time delay attacks in the transmission link: the normal-
ized SKR has been verified to remain fairly constant even under
a malicious delay attack up to 120 ps.
Onemay notice that the generated SKR based on the DO-QKD

protocol experiences declining sometimes despite stable syn-
chronization between the two nodes. This is found to be mainly
associated with fluctuations in the detected photon counts, which
should be attributed to the contradiction between the fiber-
induced polarization fluctuations of the transmitted signal pho-
tons and the high polarization sensitivity of the SNSPDs. To ad-
dress this issue, advanced polarization management and pho-
ton detection techniques should be adopted, including the use of
electrical polarization controllers to mitigate polarization fluctu-
ations and the creation of polarization-insensitive SNSPDs, both
of which would substantially improve the QKD performance.
These achievements represent a significant milestone in the
utilization of energy-time entanglement towards establishing a
foundation for a resource-efficient, function-scalable, and highly
compatible quantum network. Benefitting from the versatile ca-
pability of the energy-time entanglement photon pair source, new
possibilities for integrating more quantum information applica-
tions in a single quantum network can be highly expected.

4. Methods

Energy-Time Entangled Biphoton Source: The all-fiber energy-
time entangled biphoton sources (ET-EBS) were self-developed
based on the spontaneous parametric down-conversion (SPDC)
process.[26] Paired signal and idler photons were produced from
a type-II MgO-doped periodically poled lithium niobate (MgO:
PPLN) waveguide, pumped by a single-mode fiber pigtailed laser
diode (Thorlabs, DBR-780PN) at 780 nm. Afterwards, a cus-
tomized filtering module was connected behind the output of
the PPLN waveguide to eliminate the residual 780 nm pump
beam. The signal and idler photons were then spatially separated
by a fiber polarization beam splitter. To avoid the polarization-
dependent instability, all the above-mentioned fiber components
were polarization-maintaining. Despite the center wavelength of
the two ET-EBSs was set to be around 1560 nm, the difference in
PPLN length results inconsistent spectral widths of 1 nm and 1.7
nm in FWHM. Implementing spectral filtering could improve
spectral consistency, thereby reducing photon-source-induced Q-
TWTT system asymmetry and potentially enhancing time syn-
chronization performance.
Quantum Two-Way Time Transfer Protocol: The scheme for

realizing the quantum two-way time transfer[13] between two
clocks at separate nodes (Alice and Bob) that were intercon-
nected via a fiber link. Each node has an energy-time entan-
gled biphoton source, single-photon detectors, and a time tagger
unit referenced to its local timescale. For the entangled bipho-
ton source generated at Alice node, the signal photons travel

Laser Photonics Rev. 2025, 19, e00658 © 2025 Wiley-VCH GmbHe00658 (8 of 10)
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from Alice to Bob through a fiber link with transmission de-
lay of 𝜏link,AB, while the idler photons were detected locally at
Alice node. Using the time tagger units, the times of arrival
for the detected signal and idler photons are then recorded as
{t(j)1,B} and {t

(j)
1,A} respectively, where j = 1, 2, 3n denotes a series

of time tagged sequences. By applying a cross-correlation al-
gorithm, the coincidence histogram of the time difference be-
tween t(j)1,B and t

(j)
1,A can be constructed. Through Gaussian fitting

of the coincidence distribution, the registration time difference
t1 = t(j)1,B − t(j)1,A with respect to the maximum coincidences is ob-
tained. Assume the time difference between clocks at Bob and
Alice nodes is t0, it can be deduced that t1 = 𝜏link,AB + t0. For the
energy-time entangled biphoton source at Bob node, a similar
procedure was carried out with recorded time stamps of {t(j)2,A}

and {t(j)2,B} and the time difference ( t2 = t(j)2,A − t(j)2,B) can be ex-
tracted t2 = 𝜏link,BA − t0. Under the condition of link symmetry
(𝜏link,AB = 𝜏link,BA = 𝜏link ), the time-offset between the two clocks
was then given by t0 =

(
t1 − t2

)
∕2. At the same time, the link de-

lay can be also obtained with 𝜏link =
(
t1 + t2

)
∕2. In the remote

time synchronization process,[33] the reference clock at Bob node
was fine-tuned according to the measured time-offset, which was
executed by a software-controlled programmable phase trimmer
(Synchronization Technology Ltd).
DO-QKD Protocol: In the DO-QKD protocol, a high-

dimensional encoding format[31] was employed to generate
keys more efficiently. Based on the acquired timing information
from the Q-TWTT protocol, the arrival time of signal photons af-
ter fiber transmission were corrected. Then, the calibrated arrival
times of photons were utilized to carry out the high-dimensional
encoding process (See more details in the Supporting Informa-
tion). The security analysis of DO-QKD relies on the treatment
of single-photon events and the well-established proofs of Gaus-
sian CV-QKD.[18] Through the calculation of the time-frequency
covariance matrix (TFCM) between photons’ arrival times of
Alice and Bob, the security of protocol against Eve’s Gaussian
collective attacks has been proven. The secure key capacity
represents the number of secure keys that can be extracted from
each coincidence count, which was denoted as:

ΔI = 𝛽I (A;B) − 𝜒 (A;E) − ΔFK (4)

where 𝛽 was the reconciliation efficiency, I(A;B) was Shannon
mutual information between Alice and Bob, 𝜒(A;E) was Eve’s
Holevo information,[18] and ΔFK accounts for the penalty of the
finite-size effect.[32] In Equation 4, the unit bits per photon coin-
cidence (bpc) quantifies secure key rates, where a coincidence is
defined as a successfully matched photon pair sharing identical
frame and bin numbers within our high-dimensional key gener-
ation protocol. Considering the finite length of generated keys,
each stage of the QKD protocol has a probability of failing. The
tolerated failure probability of the whole protocol 𝜀s was denoted
as 𝜀s = 𝜀ver + 𝜀PA + nPE𝜀PE + 𝜀̄. It was the sum of failure probabil-
ities in stages of information reconciliation[38] and verification,
privacy amplification, parameter estimation, and estimating the
smooth min-entropy. In the test, the reconciliation efficiency is
taken as 90% based on our previous experimental results.[34]

Supporting Information
Supporting Information is available from the Wiley Online Library or from
the author.
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